. TLP:GREEN = Begrenset offentliggjering (begrenset til naeringen)
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Nasjonal betalingsformidling i
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BITS — Mal og formal

1. Bits skal styrke og sikre effektiv betalingsformidling og
betalingsinfrastruktur i Norge

2. Videreutvikle en god, felles infrastruktur som bankene kan
bygge gode kundetjenester pa

3. @ke kompetanse og kapasitet pa betalingsomradet
4. Bidra til digitaliseringen av samfunnet
5. Bidra til gkt endringstakt

6. Bidra til mer dynamikk

E betalingsinfrastruktur
i verdensklasse



Samfunnskritisk infrastruktur

«Strategi og drift hand i hand»

Daglig drift

Definerte prosesser
0g prosjekter
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Strategiske tiltak

BITS



Er betaling viktig??? L) BITS




(J BITS

i NSM

Risiko 2023

Nasjonal Bkt uforutsigbarhet krever

heyere beredskap

trusselvurdering
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RUSSLAND SPIONASJE NORGE

Norge utviser 15 antatte

FINANCIAL TIMES

russiske spioner: - Vi har fuigt
West hits back at Russian spying activities med p 5 dem i lengre tid

Seven alleged agents indicted in US after Dutch say cyber attack foiled

David Bond in London, Mehreen Khan in Brussels and Kadhim Shubber in Washingfon [ 233 =
OCTOBER 4, 2018
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Gryende fokus pa samfunnssikkerheten L) BITS

Cyber- Samfunns
kriminelle -sikkerhet




(J BITS

$tavanger Aﬁenblad Meninger Sport Kultur Magasin

BLI ABONP
Utenriks ¢~ AnineN

Russerne angriper systematisk sivil
infrastruktur

UKRAINA: Angrep pa energinettet rammer ikke bare ukrainernes
stremforsyning. Vann, gass og kommunikasjon er ogsa utsatt.
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15 sterste GDPR bgter vedtatt av Datatilsynet i Norge
Publisert 20. mars 2023

#Boter #Datatilsynet #Gebyr #Vedtak

Kan du na bruke amerikanske
skytjenester lovlig?

Det er fortsatt stor usikkerhet om overforing av data til USA. |

denne artikkelen

t Kristian Foss gjennom dagens

situasjon og uklarhetene.
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@nsket vekting av behovene L) BITS
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Samfunns-

Vinnings- :
kriminelle sikkerhet




Den Ukrainske nasjonalbanks strategi: L) BITS
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National Bank
of Ukraine

Full-scale russian invasion into Ukraine caused:

m@

a plummet in economic activity a surge in public critical dependence of Ukrainian econamy
and household incomes budget deficit on international assistance:

4L —

NBU contained risks for financial by:

fixing exchange rate and imposing supporing bank introducing timely
currency restnchons [rquidity regulatory easing
J L J L = Jl
— ~ avvcs ~ ~
- . _ institutions were hit hard by
WEII-QH!HIIZW. with well-amanged with prepared COVID crisis and only started

ﬁ ans to recover:

* successfully coped with operaticnal challenges — banks did not suspend their work = the sector remains weak because of
préwvious cnsas

= liquidity was not an issue: depositors’ trust kept the banks: from bank runs
= operational challenges proved to be
too hard for some institutions and

N~ lending continues thanks fo govemment support programs
they seize 1o operate
= credit risk is the key : banks may lose over 20% of ) o
their loan portfolio; howewer, many of them have capital to absorb these losses = liquidity and solvency risks increase
banks should adjust their business models to current conditions in order to recover after - th'ﬂr.ﬂ o rﬂlsili&ntﬁnancial
= the crisis. institutions in each SEngI"II. that

continue to provide quality services.

The NBU will give banks with viable business models enough time .'I:‘;:d?;; r;::gu&r 'r:'llu-;i:fll':::“tﬁi:'lr
to restore their capital st Y " !

\ VAN OWnN resources y,




National Bank
of Ukraine

War brings threats of physical damage to data storage facilities

Share of operating branches of systemically important
banks across regions as of 3 March 2022

Chernihiv
MN% Sumy
oy

Kyiv
=

™%

Ternopil g7e,
ivano- 98%
Zakarg rankivsk

97% Chernivis
94%

Mykolayiv
e

Number of operating bank

Kr:erson
branches <2 G

Low 0-50%
he largest 91-100%
Ukraine 55%/2761

Banks survey results on the data storages

Indicator :fut;: ::;
Data storages located in Kyiv 53
Backup storages located in Kyiv 53
Realocated data storages 50
incl. realocated to other cities 23
incl. reallocated to the cloud 46
Plan to use cloud permanently 24

Source: Su emically important banks.

damage to storage facilities.

with equipment located abroad.

Source: Survey of banks, NBU estima

The information was at risk of loss not only due to cyber attacks, but also because of possible

abroad.

Percentage
of banks
(out of 68)
78%
78%
74%
34%
68%
35%

= The NBU allowed banks to process personal data and client transactions using cloud services

= Almost 50 banks (out of 68) opted to relocate or duplicate data to a cloud hardware located

U BITS



Skytjenester og internasjonalisering berget Ukraina

| 4 Ondriariiion o oy ikonan o
Ltl:’_" 903 2022

Npasainma Hagionaisnore Ganky ¥Yepainn
MOCTAHOBA

(8 Gepeann 2022 poky Kiie Mo 42

[Tpo BHEOPHETAIA BAHKAMH XMAPTHE TOCTYT
B YMOBIX BOCHHOTD cTany B Yipaini

Bignopimo o sawkounis Yepaind “Tlpo Hawiomnsunli Gank Yepainn™, “Tpo
NPABOERI pesi BocHoTo eTany”, «llpo saTeepasenng Yeasy lpesunenTta Y epalon
“Tlpo BEeacHHA BocHHOTO cTany B Yepaini™s, Yeasy [lpespenra Yipainn sin 24
motore 2022 poky Ne 64/ 2022 “Tlpo seeaenin sociioro crany & ¥ epaini”, 3 Metaio
aabesnedenns Gankamy ofpobnenns ta aGepiranug inpopmadil npo Gankisckki

OTEPAil, 8 TARDH FAICTY NEPCOHANLHAX JAHHK KNEHTIE DaHKIRE B yMOBAX BOEHHOTO

crany [pammiuin Hauionanenoro Ganey ¥ epainn nocrmo i New SEP Generation
kmlll:ﬁa‘;ﬁ:n Al BOCHHOTO CTHY T NPOTRrOM ABOX POKIE NICIH CRACYBAHHA LaunChed 24/7 Based
on ISO 20022

1) Gankn Yepalnn maome npaso aaificmomary obpobnenns Ta adepiranms
NEPCOHANBHIE JAHWK KIEHTIB, & TAKOH (HPOpMaii, mo MicTHTh Gank RehRy
TaEMHAD (Y ToMy Ync obpoGneHn inopuai npo GanKiECkKL ONepanii, mogenHe
pefernd GavH Janix Npo BEIAaHHkB Ta dopyysaing dainis D, £, M, N apxisy Gasu
JAHHE  Op0 BROAGHHEDR 3000 9 BOPMETHEHO-NPABORHME  aktami Doy
TAPANTYBAHHA BRAALE Gisimiys ocif Tonm), i3 BHEOPHCTAHIAM XMApHIK CEpBicin,
10 HATAKTECH 3 BHEOPHCTAHHAM COMAAHAHHE, HEES POFTTAOEIHG B ACPHARIX —
yuncnnuax  Ceponeiicekoro Cowoy, Ceponefickkoro  cnivropapueria, Bemkii
Bpuranit, Coonyaenny HlTarax Asepign abo Kanaai {gani - Tepasapin);

I} NpOLUSCHET A ONEPALIAMH 1% SACTOCYBAHNAM  @ICKTPOHHHX TIATIARHNX @ 1 ADf 2023 9:00
FacohiB Ha TepuTopii Y rpalin Mose SLHCHIORTHER MPOTIECHHTORAME YCTAHO BaMK- .
PEEHACHTMN Talabo HPOUSCHHTOEHMH FCTAHOBAMH-HEPEIHACHTIAMH, HEI

POTTALR E B Jlepa s, YRIOU M H BHEO PHETAIIA TPOLESHHTOBHMH YeTaIoBaMI New SEP Generation Launched 24/7 Based on |SO 20022

AMAPHIK CCPRICIE, TA Ha 00NAIHAHNI, AKE POFTAIORND B [lepaapax,

2 Bankn YrpalH MAaTh NParo BEHEOPHCTORYEATH 3acofi KpumTorpadinioro
IWONCTY  HPOPMALT, SKL BIANOBAZIOTE BHMONAM 3akonogascTes Yepaing afo
BHMOAM SEOHOJABCTEL Qeand, a TepHTopil aroT posTalosio oGnamaiing 18
HAJAHHA X MAPHHK CePRICIB,




Samarbeid Felles regler Requlering
og samspill pa tvers




Vi er pa vei U BITS

«Det er billigere a leere av andres erfaringer enn av egne feil»

Sikkerhetsloven omfatter flere omrader enn
far — bade banker og betalingsinfrastruktur

Reservelgsningene har blitt styrket

Regulering Felles regler Samarbeid
pa tvers ~og samspill

Stortingsmelding nr. 9 (2022-2023) -
«digitalsikkerhetsloven»

DORA

Veikart for cybersikkerhet i regi av Finans
Norge

Totalberedskapskommisjonen

Regjeringen har nedsatt et «kontantutvalg»
med et bredt mandat
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Samling for et krafttak L) BITS

Mange har fokus pa disse utfordringene

L BITS

—

STRATEGI 2023-2027
.‘ Norges Bank

Finansiell
infrastrukt @’

2023
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RISIKO- OG SARBARHETSANALYSE (ROS)

Samfunns-
Vinnings- sikkerhet
kriminelle




Eivind Gjemdal

E-post: Eivind.Gjemdal@bits.no
Mobil: 915 32 218

Bits AS
Hansteens gate 2
P.O. Box 2644
N-0203 Oslo

www.bits.no
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