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Unit cost per payment: Data from survey conducted in 2020. Source: Norges Bank

Daily turnover in Norges Bank’s settlement system: Average for 2021. Source: Norges Bank

Number of banks: Number of banks with an account with Norges Bank. At year-end 2021. Source: Norges Bank
Value of banknotes in circulation: Value of banknotes in circulation at year-end 2021. Source: Norges Bank

Daily number of transactions in the Norwegian Interbank Clearing System (NICS): Average for 2021. Source: Bits
Number of accounts in Euronext Securities Oslo: April 2021. Source: Euronext Securities Oslo




Financial Infrastructure Report
2022 - in a nutshell

The financial infrastructure is secure and efficient

The Norwegian payment system has long featured standardised and user-friendly solutions, and
the operation of financial market infrastructures (FMIs) has been stable in recent years as well.
Norges Bank considers the financial infrastructure to be secure and efficient. Recently, a survey
was conducted of the cost of payments. The payment system’s resource use has decreased
somewhat between 2013 and 2020 and appears to be low compared with other countries.

An evolving payment landscape

The payment landscape is evolving, with internationalisation, new providers and new payment
methods making their mark. Crypto-assets are currently rarely used for ordinary payments,
while other applications are showing strong growth. Cyber threats are increasing. These
structural changes are the reason for some of the Norges Bank'’s planned and ongoing
measures to ensure that the public can pay efficiently and securely in NOK also in the future.

New framework to strengthen cyber resilience

Norges Bank and Finanstilsynet (Financial Supervisory Authority of
Norway) are working together to introduce cyber resilience testing of
the financial system in accordance with the TIBER-NO framework. It is
expected that testing under this framework can begin in 2023.

2o\ Norges Bank is assessing a new solution for settling real-time payments
TIIT Norges Bank has entered into formal discussions with the European Central
2 Bank (ECB) on possible participation in the Eurosystem’s TARGET Instant
)N II:II Payment Settlement (TIPS) service. The primary objective is to facilitate
— the development of new real-time payment services for customers.

Norges Bank is researching central bank digital currencies

Falling cash use and other developments in the payment system are the background for
Norges Bank's assessing whether to issue a central bank digital currency (CBDC). The Bank
is currently performing experimental testing of technical solutions. At the same time, the
Bank will continue to analyse the purpose and consequences of introducing a CBDC.

Cash contingency arrangements and the right to pay cash need to be clarified

Cash has important attributes that promote a secure and efficient payment system.
C@% For cash to be easy to use, the right to pay cash should, in the Bank's opinion, be
clarified so that it cannot be contracted away by standard terms and conditions
@© at points of sale. Cash is also important in a contingency situation. In the Bank’s
view, appropriate cash contingency arrangements need to be clarified.
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Norges Bank's Financial Infrastructure Report

In its annual Financial Infrastructure Report, Norges Bank discusses developments, vulnerabilities
and risks in the financial infrastructure. The Report is a part of Norges Bank's work to promote
financial stability and to contribute to an efficient and secure financial infrastructure. Efficiency
means that payments can be made quickly, at low cost and adapted to users' needs.

Norges Bank's other reports on financial stability

In its annual Financial Stability Report, Norges Bank assesses vulnerabilities and risks in the financial
system, with a focus on the long-term, structural features of banks, financial markets and the
Norwegian economy that are of importance for financial stability.

Norges Bank’s Monetary Policy Report with financial stability assessment includes an ongoing
assessment of financial imbalances and the banking sector, Norges Bank’s monetary policy
assessments and the decision basis for the countercyclical capital buffer for banks.

Norway'’s financial system provides a comprehensive overview of Norway's financial system, its
tasks and the performance of these tasks and is updated approximately every other year.
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NORGES BANK

Executive Board'’s
assessment

The Financial Infrastructure Report is part of Norges Bank’s work to promote financial
stability and an efficient and secure payment system in Norway. The Executive Board
discussed the content of the Report on 27 April 2021.

Norges Bank supervises and oversees key financial market infrastructures (FMls), issues
cash and ensures settlement of interbank payments. At the same time, Norges Bank
promotes change that could make the payment system more secure and more efficient.
An efficient payment system carries out payment transactions swiftly, at low cost and
tailored to users’ needs.

The Executive Board considers the Norwegian financial infrastructure to be secure and
efficient. The Norwegian payment system has long featured standardised and user-
friendly solutions, and the social costs of payments appear to be low compared with
other countries. The operation of the financial infrastructure has been consistently stable.

The payment landscape is evolving, with internationalisation, new providers and new
payment methods making their mark. At the same time, cyber threats are growing.
These structural changes are the reason that Norges Bank is assessing whether meas-
ures are needed to enable the public to pay efficiently and securely in NOK also in the
future. Key issues are related to cyber resilience, the real-time payment infrastructure,
central bank digital currency (CBDC) and cash.

Threats to fundamental national interests and critical infrastructure are increasingly
cyber-related. Over the past two years, there has been an acceleration of digital risk in
Norway, with a marked rise in the number of serious incidents. Cyber attacks are used
by various threat actors and may be a tool in wars and conflicts.

Cyber incidents are a potential threat to the financial system and financial stability.
Globally there is broad agreement that resilience against cyber attacks in the financial
sector must be strengthened. This requires extensive public-private cooperation, which
has been a defining feature of the Norwegian payment system. Norges Bank and Finan-
stilsynet (Financial Supervisory Authority of Norway) are working together to introduce
cyber resilience testing in accordance with the TIBER framework in Norway (TIBER-NO)
to bolster the cyber resilience of the financial system. Critical functions to be tested and
the entities responsible for them have been identified. Testing is expected to begin in
2023. TIBER-NO testing includes the sharing of experience with testing and therefore
also involves collaboration with private entities.

A well-functioning real-time payment solution is a key component of an efficient payment
system. Real-time payments are payments where the funds are available in the payee's
account seconds after the payment is initiated. Norges Bank has entered into formal
discussions with the European Central Bank (ECB) on possible participation in the Eurosys-
tem’s TARGET Instant Payment Settlement (TIPS) service. The primary objective is to
facilitate the development of new real-time payment services for customers. Norges
Bank is in the process of reviewing and assessing the TIPS service at a detailed level,

FINANCIAL INFRASTRUCTURE REPORT 2022
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including the technical setup, security, contingency arrangements and costs. This work
will lead to a basis for deciding on a possible participation in TIPS, which safeguards
Norges Bank's requirements and the needs of other relevant stakeholders.

The international messaging standard ISO 20222 will be the standard for payment mes-
sages in Norway. ISO 20222 enables messages to contain more information and the
information is structured in a way that better facilitates automated payment processing.
Work to introduce ISO 20022 is ongoing at banks, Bits and Norges Bank. In the Executive
Board's view, it is important that payment infrastructure participants prioritise this work.

Crypto-assets are currently rarely used for ordinary payments. Other applications are
experiencing strong growth. An example is decentralised finance, with services such as
loans, derivatives and conversion between crypto-assets. The development of stable-
coins, digital currencies intended to have a stable value against official currencies, plays
an important role in decentralised finance and may help to give crypto-assets a greater
role in ordinary domestic and cross-border payments.

There have been a number of initiatives to regulate crypto-assets internationally, includ-
ing in the EU/EEA. Some of them address systemic risk, especially related to stablecoins.
Geopolitical uncertainty and financial sanctions have highlighted the need for regulation
in this area. Regulation can help realise economic gains from innovation and mitigate
risk. Norges Bank is monitoring developments and will contribute to regulation that
promotes responsible innovation.

Falling cash use and other developments in the payment system are the background for
Norges Bank's assessing whether the public should have access to a CBDC in addition
to cash. The Bank's research into CBDCs has reached a phase comprising experimental
testing of technical solutions, while the purposes and consequences of introducing a
CBDC are analysed further. The research will provide a basis for a decision on whether
the Bank will take the next step and test a candidate solution.

Although cash usage is low in normal situations, cash still plays an important role in the
payment system. Cash is ultimately the only alternative if electronic payment solutions
should fail completely and is important for those that do not have the skills or opportu-
nity to use digital payment solutions. For cash to be able to fulfil its functions, it must
be available and easy to use. New amendments to the Financial Institutions Act clarify
the banks’ obligation to enable their customers to make cash deposits and withdrawals.
The amendments help to make cash more available.

Banks are responsible for cash contingency arrangements if the electronic payment
systems fail. In the event of a larger-scale failure of societal infrastructure, Norges Bank
is of the opinion that appropriate cash contingency arrangements need to be clarified,
including the division of responsibility for back-up solutions. In Norges Bank's view, this
should be studied further in collaboration with relevant institutions.

Norges Bank has noted that some merchants do not accept cash payments. For cash to
be easy to use, it is the Bank’s opinion that the right to pay cash should be clarified so
that it cannot be contracted away by standard terms and conditions. And at the same
time, the ability to impose effective sanctions should be in place for failure to comply.

In the 2022 Financial Market Report, the Norwegian government announced its intention

to appoint a commission to assess the future role of cash in society before the end of
this year. Norges Bank supports the creation of such a commission.

FINANCIAL INFRASTRUCTURE REPORT 2022
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Norges Bank has recently surveyed the Norwegian payment system’s resource use. As
a share of mainland GDP, this has decreased somewhat between 2013 and 2020. More
payments are being made than before, and the unit cost per payment has therefore
fallen. Card payments at physical points of sale have become cheaper. A significant
increase in online shopping, which features a higher unit cost per payment than shopping
at physical points of sale, pulls up total costs. Most bills are currently paid using auto-
mated solutions such as direct debit and e-invoicing. However, many bills are still sent
on paper or as e-mail attachments. Manual processing means that paying such bills
involves relatively high resource use. Transitioning to more automated solutions would
save society considerable resources. At the same time, it is important that non-digital
users have access to payment services that are tailored to their needs.

FINANCIAL INFRASTRUCTURE REPORT 2022



Norges Bank's
responsibilities

Norges Bank is tasked with promoting financial stability and an efficient and secure
payment system.! The Bank’s tasks in this regard comprise:

+ Overseeing the payment system and other financial infrastructure and contributing
to contingency arrangements.

+ Supervising interbank systems.

+ Providing for a stable and efficient system for payment, clearing and settlement
between entities with accounts with Norges Bank.

+ Issuing banknotes and coins and ensuring their efficient functioning as a means of
payment.

As operator, Norges Bank ensures efficient and secure operating platforms and sets the
terms for the services the Bank provides. As supervisory authority, Norges Bank sets
requirements for licensed interbank systems. Through its oversight work, Norges Bank
urges participants to make changes that can make the financial infrastructure more
efficient and secure. An efficient payment system carries out payment transactions
swiftly, at low cost and tailored to users’ needs.

The use of instruments in different areas will vary over time and be adapted to develop-
ments in the payment system and the financial infrastructure. Norges Bank is tasked

1 Section 1-2 of the Central Bank Act and Section 2-1 of the Payment Systems Act.

NORGES BANK

Financial infrastructure

The financial infrastructure can be defined as a network of systems, called financial
market infrastructures (FMIs), that enable users to perform financial transactions. The
infrastructure must ensure that cash payments and transactions in financial instruments
are recorded, cleared and settled and that information on the size of holdings is stored.

Virtually all financial transactions require the use of the financial infrastructure. Thus,
the financial infrastructure plays a key role in ensuring financial stability. The costs to
society of a disruption in the financial infrastructure may be considerably higher than
the FMI's private costs. The financial infrastructure is therefore subject to regulation,
supervision and oversight by the authorities.

The financial infrastructure consists of the payment system, the securities settlement

system, central counterparties (CCPs), central securities depositories (CSDs) and trade
repositories.

FINANCIAL INFRASTRUCTURE REPORT 2022
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1 CYBER RESILIENCE OF THE FINANCIAL INFRASTRUCTURE

with giving advice to the Ministry of Finance when measures should be implemented by
bodies other than the Bank in order to meet the objectives of the central bank.

Norges Bank’s supervision and oversight work

Norges Bank is the licensing and supervisory authority for the part of the payment
system called interbank systems (Table 1.1). These are systems for clearing and settling
transactions between credit institutions. If a licensed interbank system is not configured
in accordance with the Payment Systems Act or the licence terms, Norges Bank will
require that the interbank system owner rectify the situation. The purpose is to ensure
that interbank systems are organised in a manner that promotes financial stability.
Licensed interbank systems are shown in Table 1.1. Norges Bank may grant exemptions
from the licensing requirement for interbank systems considered to have no significant
effect on financial stability.

Oversight entails monitoring FMIs, following developments and acting as a driving force
for improvements. This work enables Norges Bank to recommend changes that can
make the payment system and other FMIs more secure and efficient. Even though Norges
Bank oversees the payment system as a whole, individual systems are subject to regular
individual oversight (Table 1.1).

Norges Bank assesses the FMIs that are subject to supervision and oversight in accord-
ance with principles drawn up by the Committee on Payments and Market Infrastructures
(CPMI) and the International Organization of Securities Commissions (IOSCO). The CPMI
is a committee comprising representatives of central banks, and IOSCO is the interna-
tional organisation of securities market regulators. The objective of the principles is to
ensure a robust financial infrastructure that promotes financial stability.

A number of the FMIs that Norges Bank supervises or oversees are also followed up by
other government bodies. The oversight of international FMIs that are important for the
financial sector in Norway takes place through participation in international collaborative
arrangements.

Finanstilsynet supervises systems for payment services. These are retail systems, which
the public has access to, such as cash, card schemes and payment applications. Norges
Bank’s oversight covers the payment system as a whole, including retail systems.

Definitions in the Payment Systems Act

Payment systems are interbank systems and systems for payment services:

Interbank systems are systems for the transfer of funds between banks
common rules for clearing and settlement.

Systems for payment services are systems for the transfer of funds between
customer accounts in banks or other undertakings authorised to provide

payment services.

Securities settlement systems are systems based on common rules for
clearing, settlement or transfer of financial instruments.

FINANCIAL INFRASTRUCTURE REPORT 2022
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1 CYBER RESILIENCE OF THE FINANCIAL INFRASTRUCTURE

The EU Central Securities Depository Regulation (CSDR) imposes a number of tasks on
Norges Bank which supplement Norges Bank's responsibilities for overseeing Euronext
Securities Oslo under the Central Bank Act. Finanstilsynet is the competent authority
for Euronext Securities Oslo under the CSDR, while Norges Bank is a relevant authority.

A detailed description of the FMIs supervised or overseen by Norges Bank is provided
in Norway's financial system 2021.?

Table 1.1 FMIs subject to subject to supervision or oversight by Norges Bank

Instrument Operator

Norges Banks rolle Andre ansvarlige myndigheter

Norges Bank's Cash Norges Bank  Supervision (Norges Supervision: Norwegian National
settlement system Bank's Supervisory  Security Authority
(NBO) Council) and
oversight
Norwegian Cash Bits Licensing and
Interbank Clearing supervision
System (NICS)
(2]
E DNB's settlement  Cash DNB Bank Licensing and Licensing and supervision of the
;>l bank system supervision bank as a whole: Finanstilsynet
< and Ministry of Finance
[
'g SpareBank 1SMN's  Cash SpareBank 1 Oversight Licensing and supervision of the
£ settlement bank SMN bank as a whole: Finanstilsynet
system and Ministry of Finance
CLS Cash CLS Bank Oversight in Licensing: Federal Reserve Board
International  collaboration with Supervision: Federal Reserve
other authorities Bank of New York Oversight:
Central banks whose currencies
are traded at CLS (including
Norges Bank)
Euronext Securi- Securities Euronext Oversight Licensing and supervision
g  tiesOsloscentral andcash Securities of Euronext Securities Oslo:
2 securities deposi- Oslo and Finanstilsynet
&  torybusiness Norges Bank
E LCH's central Financialin- LCH Oversight in Supervision: Bank of England
2 counterparty struments collaboration with Oversight: EMIR College and
@ system other authorities Global College (including
o Norges Bank)
§ EuroCCP's central ~ Financial in- EuroCCP Oversight in Supervision: Dutch central bank
& counterparty struments collaboration with Oversight: EMIR College (including
system other authorities Norges Bank)

2 See Norges Bank (2021a).
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1 Cyber resilience of the
financial infrastructure

Threats to fundamental national interests and critical infrastructure are increas-
ingly cyber-related. Over the past two years, cyber resilience risk has increased
with the number of serious incidents showing a marked rise.

Cyber incidents can affect financial stability if they affect one or more critical
financial system functions or by affecting software, services or providers that
many institutions rely on. In the Norwegian financial system, cyber incidents
can spread quickly because of the high degree of operational interconnected-
ness. At the same time, the financial sector in Norway has established risk
mitigation measures and collaborates effectively through venues such as Nordic
Financial CERT (NFCERT).

Globally there is broad agreement that resilience to cyber attacks with the
potential to threaten financial stability should be strengthened. Norges Bank
is engaged in mitigating cyber risk in the financial system and, along with Finan-
stilsynet, is in the process of establishing testing of cyber resilience in Norway
in accordance with the TIBER framework.

Threat landscape

Threats to fundamental national interests are increasingly cyber-related. Potential sab-
otage of critical infrastructure resulting from cyber attacks can have serious conse-
quences. Substantial assets and obvious opportunities for financial gain make the finan-
cial sector an attractive target.

The number of serious cyber incidents has tripled since 2019.3 Foreign intelligence ser-
vices are behind many of them.* According to the Norwegian Police Security Service,
the cyber attacks on the Storting (Norwegian parliament) in 2020 and 2021 were exam-
ples of very serious incidents.® Other countries have found that state actors have the
capacity to carry out sabotage with the aid of cyber attacks.® Over time, there has been
atrend whereby threat actors are becoming increasingly specialised and also buy services
from one another.

Both parties are using cyber attacks as weapons of war in Ukraine. For instance, Russian
cyber attacks have disabled satellite communication used by the Ukrainian army, elec-
tricity supply and the government'’s website.

The sharp increase in ransomware attacks in recent years illustrates the potential for
harm by digital sabotage.” The attacks on Nordic Choice and Amedia in 2021 are exam-
ples of incidents in Norway. In other countries, the health services, police, fuel deliveries
and food supplies are among those that have been affected.

See NSM (2022).
See NSM (2022).
See PST (2022).
See PST (2022).
See PST (2022).

Nouhw
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1 CYBER RESILIENCE OF THE FINANCIAL INFRASTRUCTURE

The ransomware attack on Colonial Pipeline in May 2021 resulted in a stoppage over
several days of the company's fuel distribution to much of the US east coast and showed
that cyber attacks on infrastructure can have serious consequences.® In March 2022, the
FBI sent out an alert that more than 50 businesses in 10 critical infrastructure sectors
had been affected by RagnarLocker ransomware.’ This shows that ransomware attacks
on infrastructure are widespread in the US, which can be an indication of such develop-
ments in Norway as well.

The SolarWinds incident in 2021, where software was infected and widely distributed,
illustrates the potential for cyber attacks though supply chains. This type of attack is
likely to be common in the period ahead.

Complex supply chains

New entrants are taking positions in and delivering services to the payment system.
Global giants and newly established companies are delivering payment services to
end-users, for example, on smart phone apps. More and more key payment system
functions and services are being provided by global companies. ICT operations are
increasingly being delivered via cloud services from centralised data centres. The secu-
rity level of many of these large providers is high, but long supply chains increase com-
plexity and dependencies.

How can cyber attacks threaten financial stability?

Characteristics of the financial system can potentially amplify and spread the conse-
quences of a cyber attack through the system. In very serious cases, cyber attacks have
the potential to threaten financial stability (Chart 1.1). Owing to extensive digitalisation
and interconnectedness, the financial system in Norway is vulnerable to cyber attacks.

The chart shows how the impact of a cyber attack can be amplified through channels of
contagion in the financial system. The consequences are normally limited to the busi-
nesses and value chains directly affected by the attack. The attack will initially be felt
on a technical level, eg by putting ICT systems out of operation, and can quicky there-
after have business-related consequences.

Chart 1.1: Path from a cyber incident to a systemic crisis

Context m Amplification Systemic event
1
Probabilit; Consequences System Operational
Single firm vulnerabilities

affected Cyber threat Technical
impacts
Vulnerability
Multiple firms

Systemic

System event

Exhaustion
Cyber specif Financial absorptive capacity
-

affected

- Assets Business
Supply chain impacts
affected Counter-

measures

Systemic mitigants

5 Contagion
Starting point Cyber risk Amplifiers channels
Circumstances in which a Impact at Contributing Transmit shock Impact exceeds system’s
cyber incident arises starting point factors that through the ability to absorb the shock
exacerbate shock system

Source: Ros, G. (2020)

8 See NSM (2021).
9 See FBI Cyber Division (2022).
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1 CYBER RESILIENCE OF THE FINANCIAL INFRASTRUCTURE

The shock can be amplified through the financial system via dependencies and inter-
connectedness, aggravating its impact at both the operational and financial level and by
weakening confidence in the system. A systemic crisis ensues if the impact of the attack
exceeds the system's ability to absorb the shock.

Measures to mitigate cyber risk

Each entity’s capabilities in preventing and dealing with attacks are the most important
part of defence against cyber incidents. Industry collaboration is also important. In the
Nordic countries a collaborative effort in the financial sector coordinated by NFCERT™,
has been established to share information about vulnerabilities and incidents. The Finan-
cial Infrastructure Crisis Preparedness Committee (BFI) plays a key role in preventing
and resolving crises and other situations that can result in serious shocks to the financial
infrastructure.

There is increasing risk that a cross-border cyber incident could have a systemic global
impact." Internationally there is broad agreement that financial sector cyber resilience
should be strengthened. The potentially serious consequences for financial stability of
a cyber attack increase the need for regulation and coordination.

Norges Bank is pursuing its efforts in this area by participating in Nordic and European
collaborative arrangements for sharing information and developing methodologies for
mitigating cyber risk in the financial system. An important measure in Norway is the
introduction of the TIBER framework, TIBER-NO. TIBER-NO is a national adaptation of
TIBER-EU, developed by the European Central Bank (ECB)."? TIBER tests simulate real
attacks and provide greater insight into vulnerabilities for both the entity tested and for
financial stability. A standardised testing programme ensures quality and comparability
of experience with testing, also across countries.

Norges Bank and Finanstilsynet are collaborating on TIBER-NO and are in the process
of establishing a “TIBER-NO Cyber Team” (TCT-NO) to administer and operationalise
TIBER-NO. TCT-NO is to be organised at Norges Bank and is expected to be established
before year-end 2022. Critical functions have been identified. Plans are being established
for a separate body for experience sharing after TIBER testing in Norway, the TIBER-NO
Forum, with its first meeting in 2022 Q3.

The collaboration with Finanstilsynet on TIBER-NO is an example of cooperation between
key participants, which is an important characteristic of the Norwegian payment system.
This cooperation has helped give Norway a payment system whose operations are stable,
which is particularly important in contingency situations. Once TIBER-NO testing is
launched, there are plans to share experience with testing between entities responsible
for the functions being tested. A successful introduction of TIBER-NO therefore also
involves collaborating with private entities.

Norges Bank’s cyber resilience requirements for operators of FMIs have become more
stringent (see Norges Bank (2021b)). Operators are expected to conduct self-assessments
of their level of maturity based on internationally recognised standards, and to take
necessary action.

10 Nordic Financial CERT (NFCERT) is a non-profit organisation in the Nordic financial sector. Its purpose includes sharing
threat intelligence and information about vulnerabilities and assisting financial institutions will dealing with cyber attacks.
See NFCERT (2022).

11 See ESRB (2021).

12 In 2018, the ECB published a framework for testing an entity’s ability to detect and respond to a cyber attack (Threat Intelli-
gence-based Ethical Red Teaming (TIBER-EU)) (see ECB (2018)). The purpose of TIBER-EU is to enhance the cyber resilience of
financial sector entities and promote financial stability.
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1 CYBER RESILIENCE OF THE FINANCIAL INFRASTRUCTURE

In 2020, the IMF performed an assessment of supervision and oversight of the cyber
resilience of Norway's financial sector as part of its review of the Norwegian financial
system. In the IMF's assessment, the Norwegian financial systems’ platforms for sharing
information and threat intelligence and for dealing with attacks are mature and advanced.
Regulatory and supervisory practices are generally adequate. Norges Bank is following
up the recommendations, which are related among other things to the process for cyber
resilience oversight, Norges Bank's expectations of payment system operators, and
reporting of systemically critical incidents.

NORGES BANK FINANCIAL INFRASTRUCTURE REPORT 2022
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2 Crypto-assets

New applications, risk and regulatory initiatives have drawn considerable atten-
tion to crypto-assets and associated products and services. The role of crypto-
assets as means of payment outside of the crypto-asset market is still modest.
The development of stablecoins may result in a greater role for crypto-assets
in ordinary payments. The emergence of crypto-assets provides opportunities
for innovation, but also carries risks to both individuals and society as a whole.
Regulation can promote responsible innovation, which contributes to both
realising societal gains and to mitigating risk. A number of international regu-
latory initiatives have been taken, including by the EU/EEA. However, many
regulatory questions and decisions remain.

Developments in crypto-asset markets
Value fluctuations and the emergence of new products and services associated with
crypto-assets have sustained interest in crypto-assets over the past year.

The total value of crypto-assets has also been highly volatile over the past year. The
Bitcoin (BTC) market share has remained around 40%, while Ethereum (ETH) has remained
around 20% (Chart 2.1). Ethereum has been a key ecosystem for the development of a
number of new products and services including decentralised finance, non-fungible
tokens (NFTs) and Web3 applications in general.

New cryptocurrency systems have emerged that can compete with Ethereum, such as
infrastructures for decentralised finance. Examples include Solana and Cardano. The
value of these systems’ currencies has risen, although with considerable volatility. Chart
2.2 shows developments in the value of different crypto-assets over the past year as a
percentage of the value at 1 May 2021.

There is reason to believe that speculating on price movements in certain crypto-assets
can largely explain the volatility. A survey conducted by Arcane Research and EY shows

Chart 2.1 Market capitalisation of cryptocurrencies and shares for the two largest.
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Source: Tradingview.com
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Glossary of terms

Crypto-assets: Collective term for cryptocurrencies, stablecoins and tokens (see below).
Often used in the regulatory contexts of assets that are represented with cryptographic
codes in distributed ledgers.

Cryptocurrencies: Units in a ledger or data system designed to be operated in a decen-
tralised manner. Ledgers are often referred to as blockchains. The units are accessible
via cryptographic keys. The system itself can be referred to as a DLT (distributed ledger
technology) system, while the ledger units are cryptocurrencies.

Smart contracts: A smart contract is a computer programme that automates exchanges
between entities according to pre-defined conditions. The term is often used to describe
programmes in a DLT system.

Tokens: Assets in a DLT system, often issued under a smart contract. Accessible via
cryptographic codes. Tokens can be fungible (mutually interchangeable) or non-fungible
(Non-fungible token - NFT). The latter represents a unique value, such as a digital piece
of art, or items in a gaming ecosystem. Such NFTs can also represent other traditional
assets, such as securities and real estate.

Decentralised finance: Financial products and services implemented using smart con-
tracts. This may include decentralised exchange services, lending platforms or platforms
for trading financial instruments.

Stablecoins: Cryptocurrencies that aim to preserve a stable value against a benchmark
(for example USD) through a stabilisation mechanism. They are often implemented as
tokens in a smart contract in a DLT system. They can be secured, for example, through
external assets managed by an external entity, external crypto-assets and/or algorithms
that impact supply and demand.

Web3: A vision for a more decentralised internet where users own their own data and
where blockchains make users less dependent on central operators. One type of Web3
application is Metaverse, which refers to virtual worlds (gaming etc) or a network of such
worlds.

that interest also increased among the general public in Norway.” The survey shows
that approximately 420 000 Norwegians hold crypto-assets, which is a 3% increase on
the year before. At the same time, developments suggest that investment behaviour is
more diverse than merely speculating on cryptocurrency volatility. This applies to both
institutional investors and the mass market.

Highly correlated developments in the value of several crypto-assets may indicate that
investors consider cryptocurrencies to be substitutable investments. Analyses also show
a correlation between crypto-asset prices and prices for other assets.™ This may indicate
a more general trend where crypto-assets follow broad market fluctuations. This corre-
lation can also increase the importance of crypto-assets for financial stability.” The
financial stability impact of crypto-assets is discussed further in Norges Bank (2021b).

13 See Arcane Research and EY (2022).
14 See Adrian and Weeks-Brown (2021).
15 See Adrian et al (2022).
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Chart 2.2 Price developments for selected cryptocurrencies. Index, 1 May 2021 = 100.
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Through their holdings or acquisitions, institutional market participants have invested
in crypto-asset service providers.' In September 2021, it became known that Mastercard
had acquired the company Ciphertrace, which among other things, provides analytical
services for uncovering criminal transactions in cryptocurrency systems. In January 2022,
it became known in Norway that the media company Schibsted had invested in the
trading platform Firi."” Globally, certain financial institutions have acquired or invested
in crypto custody service providers.'”® Companies that provide services and products
related to decentralised finance, NFTs, Web3 and the metaverse, have attracted venture
capital.””

New products and services have also attracted mass market users. Analyses show that
NFTs are primarily traded in the mass market.?° Chart 2.3 shows developments in market
value of crypto-assets that are used on decentralised finance platforms (often referred
to as “total value locked” - TVL). The Arcane Research and EY survey discussed above
shows that 10% of Norwegians who hold crypto-assets (ie approximately 1% of the
Norwegian population) participate actively in decentralised finance and NFT-related
activities.

Stablecoins play an important role in crypto-asset trades particularly in markets that do
not offer direct trading with deposit money. Stablecoins also play a particularly important
role as liquid assets and unit of account in Desentralised Finance.

Stablecoins can be collateralised in different ways that can involve very differing degrees
of stability (see box: Glossary of terms). Chart 2.4 illustrates the price of some stablecoins
designed to some extent to be stable against USD. The chart shows that the stability of
stablecoins can vary. The stablecoin USDC, which is considered to be relatively well-col-
lateralised, has thus far been more stable than USDT, where the value of the assets
intended to stabilise it is more uncertain. USDC has so far shown more stable price
developments than BUSD, which is a secured stablecoin that is especially used in con-
nection with services offered by the company Binance. DAl is a more decentralised
stablecoin that is also securitised with cryptocurrencies with automatic liquidity mech-
anisms. DAl has remained relatively stable, although developments indicate that such

16 See The Block (2021).

17 See NTB Communication (2022).
18 See The Block (2021).

19 See The Block (2021).

20 See Chainalysis (2021).
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Chart 2.3 Developments in market value of crypto-assets locked to decentralised
finance (DeFi)
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securitisation may have a pronounced impact on stability. One stablecoin that has grown
particularly during 2022 is UST, which is an algorithmic stablecoin built into the Terra
cryptocurrency system. The stability hinges on the cryptocurrency unit LUNA in the
system absorbing USTs volatility.?! As can be seen in the chart, UST has been less stable
than the other stablecoins mentioned. The value of UST collapsed in the beginning of
May 2022 and over the course of a few hours the price dropped down to USD 0.7, only
to fall further.

Many stablecoins have depreciated quickly and collapsed, particularly those that are
stabilised solely by algorithms. Some stablecoins that have remained stable have yet to
be exposed to a significant stress situation that could challenge their stability. The lower

Chart 2.4 Volatility and market value of selected stablecoins
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21 In simplified terms, this means that the user can extract or delete UST with LUNA as if UST were worth USD 1. This means that if
the price of UST is over USD 1, the user has an incentive to extract UST by deleting LUNA as they can sell UST for more than
USD 1. Conversely, if the price of UST is under USD 1, the user has an incentive to delete UST and issue LUNA as they then
receive LUNA as if UST was worth USD 1. This should have a stabilising effect on UST by adjusting supply and demand. Terra has
in any case decided to supplement this stabilising mechanism by building up reserves in other crypto-assets. When UST col-
lapsed in the beginning of May 2022, the price of both LUNA and UST fell, and LUNA was not able to absorb the volatility in UST.
The issuers attempted to liquidate some of the Bitcoin reserves without any noticeable effect other than a fall in Bitcoin prices.
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part of Chart 2.4 shows developments in market value in USD for the same three sta-
blecoins and thus the quantity of issued units since they are USD-denominated. The
developments illustrate the rise in demand for stablecoins.

Crypto-assets continue to play a modest role as a means of payment beyond the crypto
ecosystem. One exception is El Salvador, which recognised Bitcoin as legal tender in
parallel with USD in September 2021. This means that commercial entities have an obli-
gation to list prices and receive payment in Bitcoin. In this regard, El Salvador has devel-
oped a national system for Bitcoin-denominated payments. The IMF has pointed out
potential negative economic consequences of introducing Bitcoin as legal tender 22 Other
countries have introduced specific legislation that will facilitate the use of crypto-assets
for payments. The Central African Republic has introduced legislation similar to El Sal-
vador's.

Many stablecoins are intended for use as means of payment in the traditional economy
and are being increasingly used in certain segments, for example remittances. Both
technical and regulatory barriers prevent the use of stablecoins in traditional payments.
Since stablecoins are often implemented as tokens on open blockchains, capacity con-
straints and fees in the blockchain limit the appeal of such stablecoins for retail payments.
New scaling solutions can mitigate this problem in the future.?® The regulatory barriers
are discussed in more detail below.

Risks and regulation

Crypto-assets and their underlying technology may result in gains for the financial system
and offer new uses. At the same time, the emergence of crypto-assets and related ser-
vices may entail risk for both individuals involved and for society. Regulation can promote
responsible innovation that contributes to both realising gains and to reducing risk.

Globally, there is an extensive debate on the regulation of crypto-assets, in which the
authorities, business sector interests and academia are taking part. For many types of
regulation, international coordination and cooperation will be necessary to achieve
desired effects. In other areas, national regulations may be more appropriate for address-
ing national priorities and needs. Norges Bank takes part in the development of inter-
national regulations through participation in certain relevant collaborative bodies and
helps assess the need for specific regulations in Norway.

Norges Bank (2021b) has discussed a range of regulatory initiatives in the area of cryp-
to-assets. These initiatives have evolved further. The European Commission’s proposed
Markets in Crypto-Assets Regulation (MiCA?*) has been debated by the Council and the
Parliament and is therefore closer to implementation.? This regulation is designed to
promote innovation, while also addressing matters including consumer protection,
market integrity and financial stability. Member states are given some time to implement
EU regulations so that there will still be some time remaining before the regulation could
enter into force.

New regulatory initiatives are emerging in parallel with those that already exist.?¢ For a
number of years, financial regulators across the globe have warned against investing in
crypto-assets. Such warnings are about to be supplemented by more concrete instru-
ments. MiCA includes information requirements for crypto-asset service providers and

22 See Adrian and Weeks-Brown (2021) and IMF (2022).

23 These may be new cryptocurrency systems that are more scalable or so-called layer 2 solutions that can be placed on top of
cryptocurrency systems in order to increase capacity.

24 See European Parliament (2022a).

25 For progress, see European Parliament (2022a).

26 See Ferreira and Sandner (2021) provide an overview of different regulatory initiatives in the EU.
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makes providers liable for misstatements. In many parts of the world, separate regulations
for the promotion of crypto-asset services are currently being prepared to protect con-
sumers from uninformed risk-taking and from being misled.?” Such regulations supple-
ment general rules on information integrity. For the US, President Biden has signed a
March 2022 executive order requiring a number of agencies to examine the need for
crypto-asset regulation.?®

Over the past year, certain areas have attracted particular attention from a risk and
regulatory perspective: the significance of crypto-assets for financial stability, energy
use related to certain cryptocurrencies, regulation of and liability for participants in
crypto-asset systems and the ability of crypto-assets to circumvent sanctions resulting
from the war in Ukraine. For an assessment of the significance of crypto-assets for
financial stability and relevant regulations in that regard, see Norges Bank (2021c). In this
consultation response, different channels of systemic risk were discussed: the cryp-
to-asset exposures of financial institutions and financial investors, mass liquidation of
assets backing stablecoins in the event of a loss of confidence, and disruptions (includ-
ing operational or financial) to crypto-asset systems with major roles in the payment
system.

Energy consumption

One issue that has attracted considerable attention is the energy consumption associ-
ated with certain decentralised mechanisms for validating transactions, particularly
so-called proof-of-work, which is used for Bitcoin (see box: Energy consumption asso-
ciated with Bitcoin).

In summer 2021, China introduced a ban on cryptocurrency validation. Since a high share
of the validations of, inter alia, Bitcoin had until then been conducted in China, the ban
had a temporarily pronounced impact on Bitcoin energy consumption (Chart 2.5).
However, this consumption rebounded rather quickly owing to increased mining activ-
ity in other countries.

In November 2021, the Swedish Financial Supervisory Authority together with the envi-
ronmental authorities proposed a ban on energy-intensive validation mechanisms for
cryptocurrencies in the EU, as an instrument for compliance with the Paris Agreement.?
The draft MiCA regulatory framework initially contained a comprehensive ban on cryp-
tocurrencies with energy-intensive validation mechanisms. After consideration by the
ECON Committee in the European Parliament in March 2022, the proposal was modified
so that by 2025, the European Commission must develop rules for the inclusion of cryp-
tocurrency validation in EU taxonomy for sustainable activities.3® Some countries have
introduced national bans owing to domestic effects on the electricity market.?' In the
literature different proposals are provided for how institutional investors can address
the environmental impacts of their energy consumption, and for taxation principles in
carbon compensation.®

Basically, it is the market's role to allocate resources. This also applies to resources that
are used to validate cryptocurrency transactions. However, various forms of market
failure can prevent markets from allocating resources so that they provide the greatest
possible benefit to society. Cost-benefit analyses can shed more light on the regulation
of validation methods. In such an analysis, consideration should be given to whether

27 See for example HM Treasury (2022).

28 See the White House (2022).

29 See Finansinspektionen (2021).

30 See European Parliament (2022b).

31 Anexample is Kosovo (see Reuters (2022)).
32 Forexample, see FSBC (2021).
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ENERGY CONSUMPTION ASSOCIATED WITH BITCOIN

Cryptocurrencies have a decentralised design. This means that system participants
compete to validate new transactions and propose blockchain updates. The reward is
new Bitcoin and/or transaction fees in Bitcoin. This activity is often referred to as “mining".
Miners only receive rewards if their proposed updates are chosen by future users as a
basis, so that they become part of the ledger. The reward system gives miners the
incentive to only add valid transactions and are therefore essential for the system's
self-regulation. The mechanism ensures that users agree on a single common ledger,
even if there is no single entity responsible for ledger maintenance.

To prevent users' updates from overcrowding the network, they can be linked to a scarce
resource. In the Bitcoin network, this is energy. Proof must be provided of a certain
amount of energy expended to solve cryptographic codes with raw computing power
("proof-of-work”) in order to validate. Other cryptocurrencies operate with mechanisms
that are less energy-intensive. One example is the so-called proof-of-stake mechanism,
whereby a user offers some of their own cryptocurrency units as collateral to propose
transaction validations so that new units are added to the ledger.

For Bitcoin, the verification mechanism entails the use of large amounts of energy by
computers to solve cryptographic problems with raw computing power in order to val-
idate. A consequence is that the higher the value, the higher the profitability of energy
and equipment use in competing. Different energy sources generate different projections
for electricity consumption and associated emission volumes. Studies from the Univer-
sity of Cambridge show that Bitcoin mining today may account for as much as 0.5% of
the world'’s electricity consumption. In addition, this activity leads to enormous amounts
of electronic waste.!

Chart 2.5 shows projections for monthly Bitcoin energy use globally compared with in
Norway. Energy consumption appears to correlate with Bitcoin prices, reflecting the fact
that higher prices increase the gains of participating in validation.

Chart 2.5 Electricity consumption in Norway and Bitcoin validation
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1 Seede Vries and Stoll (2021).
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any gains from cryptocurrencies can be achieved with less energy-intensive methods.
In general, it can be demanding to compare the societal benefits of different purposes
of electricity consumption.

Regulation and liability for participation in distributed ledger systems

There is an ongoing debate about how cryptocurrencies can be regulated methodically.
The debate gives particular focus to regulatory challenges tied to the decentralised
design of the systems.® The main approach to crypto-asset regulation so far has been
the regulation of different participants which serve as gatekeepers for access to cryp-
to-assets, such as trading venues, custodians and payment service providers offering
crypto-asset related services. Financial regulatory principles often serve as the inspira-
tion for such crypto-asset regulation. Some have criticised this approach, citing the
crypto-asset and ancillary service applications that are unsuited to financial regulatory
principles.3*

Centralised elements related to the issuance of crypto-assets are also suitable for reg-
ulation. For example, the pre-sale of a cryptocurrency under development can be subject
to the same rules that apply to the issuance of securities. The MiCA regulatory framework
discussed above regulates issuers of crypto-assets, including stablecoins.

One challenge is formulating rules and regulations that make participants accountable
and gives them incentive to take societal considerations into account in the operation
of crypto-asset systems. Certain international regulatory initiatives have been more
directly aimed at participants of such systems. Different bans on certain validation
mechanisms, for example owing to environmental considerations, regulate participants
directly. In the US, a new infrastructure bill has been proposed that includes imposing
tax-reporting requirements for cryptocurrency brokers.?*

Self-regulation of distributed ledger systems and the competition between the systems
are not sufficient for addressing societal considerations. The primary objective of self-reg-
ulation is to make the systems secure and attractive and does not necessarily provide
participants with incentives for designing the systems so that they address societal
considerations such as environmental considerations, crime prevention and financial
stability3®.

At the same time, the decentralised design presents challenges related to the regulation
of participants that provide services in the systems, such that they promote societal
considerations. Systems are implemented as open source code, with a multitude of
developers spread across the globe, performing fragmented tasks. Services, such as
the validation of transactions, are performed in a decentralised manner by “nodes” that
are spread out across the globe and designed so that no single node can impact the
outcome alone.

However, a decentralised design is no guarantee of actual decentralisation. More or less
hidden power structures can have a substantial impact on the system. If this is the
case, it would be natural for influential participants to be held liable for their behaviour.

33 Foradiscussion of cryptocurrency regulation, see @stbye (2021).
34 See eg Chiu (2021).

35 See Bloomberg (2021).

36 See Qstbye (2021).

37 See Walsh (2021).

FINANCIAL INFRASTRUCTURE REPORT 2022

2 CRYPTO-ASSETS



2 CRYPTO-ASSETS

NORGES BANK

LEGAL LIABILITY OF DECENTRALISED SYSTEMS AND PARTICIPATION
IN THEM

One method of holding desentralised systems and participation in them legally liable is
to open up new forms of organisation that can be held legally liable. Some participants
emphasise that certain systems can be characterised as so-called decentralised auton-
omous organisations (DAO), which from a regulatory perspective, can be assigned a
legal person status on par with firms and other legal entities. With such systems given
legal person status, they can also be assigned liability. If the systems are to be held liable
in this manner, clarification will be necessary of how the organisation (the legal person)
will be represented externally (eg in legal and regulatory contexts), and of capital provi-
sioning to cover financial obligations. Certain jurisdictions are experimenting with such
organisational structures. Industry interests have proposed rules that would make it
possible for such organisations, in line with firms, to benefit from limited liability while
also wholly or partially relieving members of liability.! Such rules could promote innova-
tion but also allow for greater risk taking and thus create challenges for responsible
innovation.

Another approach is individualising liability by drawing on established liability principles
for participants in composite systems that fully or partly work for a common organisa-
tion.? This can be referred to as distributed, or network, liability and entails participants
that are either fully (jointly and severally) or proportionally (pro rata) liable for their
contributions to the system/network. The individual’s liability can be impacted by con-
tributions to/influence over the system and system-related risks and rewards etc. Modern
network analyses can help provide information on such influence. This approach to
liability may be simpler to implement than creating new forms of organisation. This type
of liability will not require substantial legal reform and can be based on established legal
principles. The introduction of this approach to liability for cryptocurrency system par-
ticipants is still in the research and discussion phase.

1 See Coala (2021).
2 See Qstbye (2022).

If a system is actually decentralised, there are still opportunities to hold the systems
and participation in them legally liable (see box: Legal liability of decentralised systems
and participation in them).3®

Norges Bank is assessing how liability of decentralised systems for crypto-assets and
participation in them can reduce risk in Norges Bank's areas of responsibility, including
financial stability.

Use of crypto-assets to circumvent international sanctions

Cryptocurrencies have also received considerable attention in connection with the war
in Ukraine. When the war started, the value of crypto-assets fell considerably, in line
with many other assets, but later rebounded. The ECB was among the first to point out
the need for regulation to counteract the use of crypto-assets to circumvent sanctions
aimed at Russian entities. The US and other countries have since echoed the same need.
Financial regulators in the US, the UK and the EU, among others, have emphasised that

38 See Chiu (2021).
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sanctions must be followed up by market venues and other crypto-asset market partic-
ipants.

The use of crypto-assets to circumvent sanctions raises a number of questions. Cryp-
to-assets can be used as an alternative store of value or an alternative payment system
for both persons that are directly sanctioned and those who are not, but who do not
have access to traditional payment systems because of sanctions. The ability of cryp-
to-assets to circumvent sanctions depends on regulations in both the countries that
impose sanctions and the sanctioned countries. In countries that impose sanctions, it
is possible to regulate users and third parties by also excluding certain users and banning
sales of "blacklisted” cryptocurrency units.?’ For sanctioned countries, crypto-assets
can contribute to capital flight and reduced governance and control. For such countries,
facilitating the use of crypto-assets to circumvent sanctions is therefore not necessarily
attractive. Developing alternative payment systems based on traditional technology to
compete with SWIFT and international card companies may appear more attractive for
maintaining governance and control. Central bank digital currencies (CBDCs) can also
be an alternative.

There are a number of interfaces between the war in Ukraine and crypto-assets. Both
Ukrainian authorities and volunteer organisations have permitted the use of crypto-as-
sets to support both military and civilian operations. This includes direct crypto-asset
donations but also the use of crypto-asset systems for inter alia the issuance of NFTs
to fund military and civilian activity.

Norges Bank is monitoring how the war in Ukraine is impacting the use of crypto-assets
and the degree to which these developments affect risks and the need for regulation.

39 Incryptocurrencies, it is possible to track transactions through registry addresses, and certain addresses can be sanctioned.
This may be more difficult for cryptocurrencies with enhanced anonymity characteristics, and this may explain a certain
price and turnover growth of such cryptocurrencies. The use of such cryptocurrencies can also be counteracted by
regulation.
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3 Central bank money

At present, most payments are made using bank deposits, ie money created
by banks. Norges Bank issues central bank money in the form of cash. Norges
Bank is considering whether to supplement the cash used by the general public
with a central bank digital currency (CBDC) to ensure an efficient and secure
payment system and confidence in the monetary system.

3.1 Cash

The share of cash payments fell to a historically low level during the Covid-19 pandemic,
increasing resource use per cash payment. Cash has a number of important charac-
teristics that help to ensure that the payment system is efficient and secure. For
example, cash helps prevent financial exclusion and is the only means of payment if
the electronic payment solutions should fail completely. These characteristics are still
vital, even if cash usage in normal situations is low.

Recent amendments to the Financial Institutions Regulation will help to safeguard the
availability of cash now and in the future. Norges Bank is of the opinion that it should
be clarified what is considered appropriate cash contingency arrangements, including
the division of responsibility, in situations with a more widespread failure of critical
infrastructure, also beyond the electronic payment systems. There is also a need for
clarification of the payment situations in which the buyer may demand to pay cash.

In the Financial Market Report 2022, the Government announced plans to establish a
commission in the course of the year to assess the future role of cash. Norges Bank
supports the establishment of such a commission.

Cash usage has declined over a long period and fell further during the pandemic. Norges
Bank’s surveys of private individuals show that around 4% of respondents used cash to
make their most recent payment (Chart 3.1). However, information from other sources
suggests that cash usage may be higher (see Section 6). Cash usage may also vary by

Chart 3.1 Cash usage as a percentage of payment types
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merchant type and population segment. For example, in the grocery trade, cash usage
may be higher than the data in the chart suggest.

Costs and benefits

Because cash usage has fallen substantially and a large proportion of the costs are fixed,
the social costs per cash payment have risen (see Section 6 for details). At the same
time, cash has characteristics that help to ensure a secure and efficient payment system.
Many of these characteristics are of such a nature that they will continue to be important
even in the face of falling cash usage.

Cash contributes to preventing financial exclusion in that it gives those who lack the
skills to use electronic payment methods or are without access to them the opportunity
to pay. Surveys of payment patterns show that cash is used more by the elderly and by
immigrants, for example.

Electronic contingency arrangements are the first line of defence if electronic payment
methods fail. Nevertheless, cash still plays an important contingency role if the electronic
payment methods fail (see box: Stronger contingency arrangements for POS terminals).
The Norwegian Directorate for Civil Protection (DSB) recommends that Norwegian
households hold some cash as a contingency reserve. After major events, it has been
noted that cash withdrawals increase. After the pandemic-related lockdown of Norway
in March 2020, cash withdrawals from Norges Bank rose, and households' average cash
holdings increased before falling back somewhat (see Norges Bank (2020)). The amount
of cash in circulation increased slightly also after Russia's invasion of Ukraine.

Furthermore, cash is without credit risk, and users' ability to convert between bank
deposits and cash underpins confidence in bank deposits. In addition, cash is legal tender.
If the parties to a transaction do not agree on which means of payment to use, legal
tender status ensures a reliable alternative. Cash is also an alternative that gives users
a choice and promotes competition.

For cash to fulfil its role in the payment system, it must be available and easy to use.

Cash services - availability

Under Section 16-4 of the Financial Institutions Act and Section 16-7 of the Financial
Institutions Regulation, banks have an obligation to ensure customers access to cash
both in normal situations and if the electronic payment systems fail. In recent years, a
number of ATMs, cash deposit machines and bank branches have been closed. However,
the general public’s overall access to cash services has been strengthened, as a result
of the Vipps in-store cash service (see broader discussion in Norges Bank (2021b)). At 16
March 2022, the service encompasses 90 banks and more than 1400 retail outlets across
Norway. There are still shortcomings and vulnerabilities associated with the provision
of cash services. Norges Bank has previously pointed out shortcomings and vulnerabil-
ities regarding the ability of business customers to make cash deposits and that cash
services are increasingly being channelled through the Vipps in-store cash services,
which depends on functioning POS terminals and other electronic systems.

Contingency arrangements for POS terminals have recently been strengthened (see
box: Stronger contingency arrangements for POS terminals). The strengthened contin-
gency arrangements for POS terminals do not include cash withdrawals.
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Stronger contingency arrangements for POS terminals

Bits has worked to strengthen POS terminals’ contingency arrangements. Since Decem-
ber 2021, several grocery chains, pharmacies and petrol stations have an improved backup
solution, which will now function for seven days rather than only a few hours as previ-
ously. The backup solution will function when underlying systems or communication
with these systems are not working but requires a functioning POS terminal. The
improved backup solution will give retail chains and terminal providers more time to
rectify problems before households will need to pay cash, which would put pressure on
the cash infrastructure. Even so, there might be increased pressure on other parts of
the cash infrastructure, since it will not be possible to withdraw cash via POS terminals
when the backup solution is in use.

It is important that cash is also available in case the electronic contingency arrangements
fail. In such situations cash will be needed by both those who are always dependent on
cash and those who are usually able to use electronic means of payment.

It is also important to find efficient ways to ensure the availability of cash services so
that costs are reasonable relative to the benefits. As a part of this, it is essential to clarify
the scope of the banks’ responsibilities.

In September 2021, the Ministry of Finance circulated amendments to the Financial
Institutions Regulation for comment. The amendments were approved by the Ministry
of Finance on 5 April 2022 and enter into force on 1 October 2022. The amendments
make clear that "each bank shall enable its customers to deposit and withdraw cash,
either under the auspices of the bank itself or through an agreement with other cash
service providers".4°

Norges Bank supported the regulatory changes.*' At the same time, in Norges Bank’s
opinion, further clarification of banks’ obligation to ensure satisfactory cash services for
their customers is needed. This clarification should pertain to both functionality and
geographical availability and consider the different needs of private individuals and
businesses. Furthermore, it is the Bank's view that sanctions for noncompliance must
be clearly defined.

Banks may take into account the risk-mitigating effects of electronic contingency solu-
tions in designing their cash contingency arrangements (cf Section 16-7 of the Financial
Institutions Regulation). It has not been specified how banks are to do this. In Norges
Bank's opinion, there should be established objective and verifiable criteria for how banks
can consider the risk-mitigating effects of electronic contingency solutions in designing
their cash contingency arrangements.

Banks are responsible for cash contingency arrangements if the electronic payment
systems fail. In the event of a larger-scale failure of societal infrastructure, appropriate
cash contingency arrangements need to be clarified, and the division of responsibilities
for backup solutions. Key questions are: When is it acceptable and reasonable for banks
not to give their customers access to their money and how can customers’ need to pay

40 Regulation to amend the Financial Institutions Regulation (in Norwegian only). https://www.regjeringen.no/no/
dokumenter/forskrift-om-endring-av-finansforetaksforskriften/id2907346/
41 See Norges Bank (2021c).
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for goods be secured? This work requires collaboration among relevant government
bodies, the banking industry and other entities, if necessary. Norges Bank will follow up
these questions further.

Cash services - ease of use

For cash to be a real payment alternative, the public must have the ability to pay cash.
Norges Bank has noted that some merchants do not accept cash payments. Norges
Bank is of the opinion that consumers’ right to pay cash should be clarified to prevent
individual businesses from unilaterally stipulating in their standard terms and conditions
that the right to pay cash does not apply when they offer goods and services to the
public. In addition, it should be clarified which payment situations are not covered (such
as eg online shopping) at the same time, that the possibility to impose effective sanctions
should be in place for failure to comply.

In the proposition for a new Financial Contracts Act in 2020, the Ministry of Justice and
Public Security, stated that there is a need to look at whether the current rules on the
right to pay in legal tender are appropriate. The Ministry of Justice and Public Security
is in the process of looking more closely at how the right to pay cash can be strength-
ened, including what clarifications should be made in the legislation (see Financial Market
Report 2022).

In the Financial Market Report for 2021, Finanstilsynet proposed that a public commission
assess the future role of cash, and how the needs of various customer groups for cash
services can be accommodated in the most efficient way possible. In its deliberations
on the Report, the Storting made a formal request of the Government to appoint a public
commission to assess the future role of cash. The Government announced in the Finan-
cial Market Report for 2022 that it intends to appoint such a commission in the course
of 2022. Norges Bank supports the establishment of such a commission.

3.2 Central bank digital currencies

Norges Bank's research into central bank digital currencies (CBDCs) is in its fourth
phase, which consists of experimental testing of technical solutions and an analysis
of purposes and consequences of introducing a CBDC. This work will provide a basis
for deciding whether Norges Bank will test a candidate solution.

A CBDC is a digital form of central bank money denominated in the official unit of account
for general purpose users, ie a digital version of cash. So far, only a few central banks
have introduced or are in the process of introducing a CBDC. Many central banks are
now devoting considerable resources to exploring a potential CBDC. In 2021, the Eurosys-
tem announced the launch of an investigation phase of the digital euro project. In the
UK, a taskforce chaired jointly by the Bank of England and the Treasury has been estab-
lished to study the issue. Central banks in the US, Canada, Sweden, China and elsewhere
have intensified their efforts on CBDCs, as have international organisations such as the
IMF and the Bank for International Settlements (BIS). The BIS Innovation Hub has been
established to experiment with ways in which new technology can strengthen the finan-
cial system, with CBDCs as a main focus.

CBDCs can take several forms with different characteristics, depending on its purpose.
The purpose of and need for a CBDC depend on a country's economic and financial
structure. For example, assessments of financial inclusion as a purpose of a CBDC will
depend on the extent to which the population already has access to payment services.
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Norges Bank's research

For Norges Bank, the paramount question is whether introducing a CBDC is an appro-
priate measure for promoting an efficient and secure payment system and confidence
in the monetary system. The purpose of and previous work in researching CBDCs are
discussed in detail in Norges Bank (2021b) and Norges Bank (2021e).

In 2021, Norges Bank decided to continue its research into CBDCs. In this phase, exper-
imental testing will be conducted of technical solutions for a CBDC until summer 2023.
The objectives and consequences of introducing a CBDC will also be analysed further,
including the implications for monetary policy and liquidity management. This work will
provide a basis for deciding whether Norges Bank will test a preferred solution.

The purpose of technical testing is to shed additional light on how solutions can deliver
the necessary characteristics of a CBDC, and to uncover potential unintended conse-
quences. Testing can also reveal economic and regulatory issues that are not captured
by previous analytical work. The underlying technology for a CBDC is yet to be decided.

Norges Bank will draw on external providers in this work. The Bank has signed an agree-
ment with a Norwegian company to program a simple prototype for issuance and destruc-
tion of CBDC tokens (see Section 2 for an explanation of terms). The Bank is also con-
ducting tests in “sandboxes" for CBDC solutions from different providers. Furthermore,
Norges Bank is in discussions with several Norwegian banks and payment service pro-
viders to test how a CBDC can be a means of payment in existing payment services.

In this work, Norges Bank will seek to draw on experience from CBDC testing and other
work conducted by other central banks and international organisations. International
cooperation can also provide the basis for standardisation and system interoperability.
In the G20 initiative for enhancing cross-border payments, one of the topics is interop-
erability between CBDCs for cross-border payments (see discussion in Section 4.3).

If the public in one country has access to a CBDC in another, financial and economic
conditions could be affected in both countries, particularly if there is uncertainty about
the financial position of the banking sector in the first country. It is therefore important
to include potential cross-border effects when assessing a CBDC in Norway and the
possible impact in Norway if CBDCs are introduced in other advanced economies.
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4 Payment infrastructure

The payment infrastructure is the foundation of the payment system. Its func-
tion is to facilitate safe and efficient payments and payment settlement.
Future-orientated changes to the infrastructure must be considered with a view
to maintaining its safe and efficient functioning. Projects to assess a future
real-time payment infrastructure and the introduction of the ISO 20022 mes-
saging standard in the Norwegian payment infrastructure are underway. Work
is also in progress internationally to improve cross-border payment systems.

4.1 Further development of the real-time payment infrastructure

Norges Bank has explored an expansion of its role as settlement bank to include the
settlement of real-time payments. The primary objective is to facilitate the develop-
ment of new real-time payment services for customers. The Bank's assessment so far
is that participation in the Eurosystem’s TIPS solution will promote the best develop-
ment of Norwegian real-time payments in the years ahead.

Real-time payments are payments where the funds are made available on the payee's
account seconds after payment is initiated - 24 hours a day and all year round. Today,
bank customers can initiate such payments via online banking or the Vipps mobile
payment solution. In 2021, 186m real-time payments were made in Norway (Chart 4.1).

Norwegian banks have so far pursued a growth strategy and a high level of investment
for Vipps. As a retail payment service, Vipps utilises several underlying layers of infra-
structure in order to execute a real-time payment (Chart 4.2). The banks established an
improved solution for real-time payments in the underlying infrastructure in 2020 through
their common NICS interbank system (called NICS Real).*? The system provides for the
receipt, exchange and clearing of interbank transactions. The net positions between
banks when real-time payments are executed are settled at fixed times in Norges Bank’s
settlement system (see box: The real-time payment process).

Chart 4.1 Number of transactions in 2021 by payment type
In millions

Card payments

Giros (debit and credit transfers), of which:
Online banking (retail customers)
Real-time payments

Direct debit agreements (retail customers)

Other

0 500 1000 1500 2000 2500 3000

Source: Norges Bank

42 Bits, which is the Norwegian banking and finance industry’s infrastructure company, is the system owner for NICS and is licenced
by Norges Bank. NICS Real is built on a technical solution that is owned, operated and further developed by Mastercard.
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Chart 4.2 Simplified illustration of the layers in the real-time payment infrastructure
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Need for further development

Most real-time payments in Norway are peer-to-peer (P2P) payments. Real-time payments
can also offer social benefits in other types of payment situations and should therefore
be developed in pace with the increasing demands and needs of different customer
groups. In Norges Bank’s view, banks and other market participants should develop and
offer new real-time payment services for businesses and the public sector. The use of
real-time payments may become widespread in shops and for other payments that are

THE REAL-TIME PAYMENT PROCESS

In a real-time payment, the funds are available in the payee's account seconds after
payment is initiated. As bank customers make real-time payments, NICS Real calculates
how much a bank owes or is owed by another bank. A net position between banks is
settled in central bank money at Norges Bank five times a day every weekday (Chart 4.3).

The credit risk that arises between banks because the settlement in central bank money
takes place after the payment is made is virtually eliminated as each bank has set aside
liquidity in a designated account at Norges Bank. This ensures that the banks can cover
their payment obligations as soon as customers make real-time payments.

Chart 4.3 Real-time payment process in Norway
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currently made using payment cards. Most payments today are made using payment
cards (Chart 4.1).

Expanded role for Norges Bank?

Banks have different needs, priorities and strategies related to ICT projects ahead and
differing views as to the urgency of establishing new real-time services.* In addition,
payment services have become a competitive arena, among banks as well as between
banks and other operators. This may weaken the incentive to develop a common under-
lying infrastructure.

In Norges Bank’s view, the extent to which banks - by changing, adapting and develop-
ing their own systems and solutions - will make use of the possibilities provided by NICS
Real is uncertain. Norges Bank is therefore considering expanding its role in real-time
payments. This would mean establishing a new system for real-time payment settlement
operated by Norges Bank that would partially or fully replace the functions performed
by NICS Real today. The system could also be designed for immediate settlement of
real-time payments in central bank money 24 hours a day.

The Bank’s assessment so far is that participation in the Eurosystem'’s TARGET Instant
Payment Settlement (TIPS) solution will contribute to ensuring the best development
of Norwegian real-time payments. Participation in TIPS means that interbank settlement
of NOK real-time payments takes place in the TIPS system on behalf of Norges Bank.**

Participation in TIPS and the associated collaboration with other European central banks
will ensure that the infrastructure for settlement of Norwegian real-time payments is
developed in alignment with developments in the rest of Europe (see also boxes: Sweden
and Denmark to use the ECB's settlement systems and Further development of TIPS).

NICS Real and TIPS are both technically and functionally safe, efficient and modern
underlying infrastructures for retail payment solutions. Both systems can provide payment
exchange using the international messaging standard ISO 20022 (for more details, see
Section 4.2). This provides a good basis for the development of new and efficient retail
services and use of future global innovations in real-time payments. However, in Norges

43 See Norges Bank (2021f).
44 The terms of participation for Norwegian banks will be determined by Norges Bank within the framework set by the ECB for
using the system.

Sweden and Denmark to use the ECB's settlement systems

Sveriges Riksbank concluded an agreement with the ECB in April 2020 on settlement of
real-time payments in SEK using TIPS. The Riksbank has also announced that it aims to
join the ECB'’s other settlement systems TARGET2 and TARGET2-Securities later. In
December 2020, Danmarks Nationalbank announced its decision to move all DKK set-
tlements to the ECB's systems in 2024/2025. This will include joining TIPS.

TIPS became operational in 2018 and has so far been in limited use. However, when
Denmark and Sweden join the system, use of the system is expected to increase con-
siderably. In addition, the ECB intends TIPS to be the core of the payment system for
real-time payments and has announced measures to increase the use of the system.
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Further development of TIPS

The ECB has arranged for participating central banks to report national needs for the
development of new functionalities and other adaptations. The implementation of system
changes will be decided in collaboration between participating central banks and the
ECB. The question of whether TIPS could support cross-border multi-currency real-time
payments is being explored (see also Section 4.3 on cross-border payments). If the ECB
decides to enable a cross-currency capability in TIPS and Norges Bank decides to join
TIPS, the service will also be available for real-time payments between NOK and the
other participating currencies. Banks can then develop retail services for such payments.

Bank’s view, by participating in TIPS - rather than banks continuing to develop NICS Real
- Norges Bank will be in a better position to influence developments.

As system owner, Norges Bank will be able to take a coordinating and unifying role in
getting banks to use the existing and future functionalities offered by TIPS. At the same
time, developing retail real-time payment services will remain the domain of banks and
other operators. For example, establishing real-time payment solutions for the corporate
market may require adaptations and further development by businesses and their finan-
cial system providers. It is nonetheless Norges Bank'’s view that the use of common
standards and the predictability provided by participation in TIPS may stimulate banks
and other operators to provide real-time retail payment services.

Norges Bank also considers that participation in TIPS and the establishment of efficient,
forward-looking real-time retail payment services may reduce the risk of international
operators establishing payment solutions based on alternative means of payment or
dominating the market to such an extent as to impair Norwegian authorities' manage-
ment and control of important components of the payment system.

Formal dialogue with the ECB

Norges Bank launched a public consultation in 2021 to elicit the views of the Norwegian
banking industry and other stakeholders on the development of an infrastructure for
real-time payments and a potential participation in TIPS.** The banks and banking groups
that submitted a response to the consultation agree that Norges Bank should enter into
a dialogue with the ECB about joining TIPS. Joining TIPS will require banks to make
appropriate arrangements and set aside resources.

The dialogue with the ECB was formally initiated in January 2022. Norges Bank has begun
to review and assess the TIPS solution at a detailed level, including the technical setup,
security, contingency arrangements and costs. Work is also in progress on an overall
plan for implementing the system. Norges Bank has established a reference group for
dialogue with banks and other relevant stakeholders through the process aimed at
providing the basis for a decision on participation in TIPS and a currency participation
agreement with the ECB that meets Norges Bank’s requirements and other relevant
stakeholders' needs.

If Norges Bank decides not to join TIPS, the alternative is for banks to continue devel-
oping NICS Real, while developing their own system solutions in line with the possibili-
ties offered by NICS Real. Measures must be taken to ensure that developments are in

45 See Norges Bank (2021f).
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line with society's needs and that the necessary national governance and control func-
tions in an appropriate manner also in the future. Norges Bank’s view is that in this case,
banks must achieve wider agreement than in recent years on the further development
of the infrastructure.

4.2 Introduction of ISO 20022

The international messaging standard ISO 20022 is set to be the payment messaging
standard in Norway. With ISO 20022, messages can contain more information and the
information is structured in a way that facilitates more automated treatment of pay-
ments. Banks, Bits and Norges Bank are preparing to introduce ISO 20022.

SWIFT was established in 1973 as a collaboration between large banks to increase the
efficiency of cross-border payments (see box: SWIFT) by, for example, defining stand-
ardised payment messages. The SWIFT FIN format was subsequently gradually adopted
in national payment infrastructures in many other countries.

When today’s Norges Bank’s settlement system (NBO) was introduced in 2009, Norges
Bank decided to switch to SWIFT formats for all payment messages and all other com-
munication between system participants and NBO. FIN format messages can carry a
limited quantity of information. In addition, the pre-defined fields are often used differ-
ently from system to system and much of the information is entered in free text fields.
This restricts the possibilities for more automated processing of payments by banks and
their customers.

ISO 20022 is an international messaging standard for financial messages developed by
the International Organization for Standardization (ISO). There are several advantages
to switching to the ISO 20022 format for payment messaging. ISO 20022-based messages
can contain more information and are more structured than the FIN messages, which
provides for more automation and more efficient payment processing. Standardisation
reduces the complexity and will make it simpler for banks and other financial infrastruc-

SWIFT

SWIFT is an international network for financial messaging and a set of standardised
messages for different types of transactions. SWIFT is used in over 200 countries and
more than 11 000 financial institutions and carries an average of about 46m messages
every day (of these, about 20m are payment messages). SWIFT is a key provider for
global and national financial market infrastructures and is a central element in interna-
tional trade and cross-border payments. Being excluded from SWIFT can be very dam-
aging, see also box: Exclusion of Russian banks from SWIFT.

For domestic transactions in Norway, SWIFT is used when banks send payments for
settlement in Norges Bank'’s settlement system (NBO). SWIFT is also used in the com-
munication on settlements between Euronext Securities Oslo and NICS and NBO. SWIFT
has a similar role in other countries.

The SWIFT head office is in Belgium and is subject to EU legislation. As a critical service

provider for banks and interbank systems, SWIFT has been overseen by the G-10 central
banks since 1998. The National Bank of Belgium acts as lead overseer.
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ture participants to use messages across different infrastructures. In addition, increased
standardisation across national borders will make it easier for banks to meet regulatory
requirements (money laundering regulations, etc).

There is broad national and international consensus for the proposal to base messaging
formats in the payment infrastructure on the ISO 20022 standard, and in 2018 the SWIFT
board of directors decided to fully migrate several today’s FIN messages to ISO 20022
for cross-border payments. Projects have been launched by the industry in Norway and
Norges Bank to migrate the relevant FIN messages to ISO 20022.

Introducing a new messaging format is an extensive process, involving risks, costs and
a need for coordination between different operators. The board of Bankenes Standard-
iseringskontor (the banks’ standardisation office, now Bits) took a policy decision in 2014
to make ISO 20022 the standard for all payment messages in Norway. Part of the back-
ground for the decision was the EU requirement that all euro retail payments, including

REDUCING PROVIDER DEPENDENCE IN NICS

Operation and development of the financial infrastructure have largely been outsourced.
ICT providers are therefore crucial for the delivery of critical functions in the payment
system and other financial market infrastructures. In Norges Bank's assessment, depend-
ence on these providers should be reduced so that switching to a different service pro-
vider when necessary can be efficient and robust.

The Norwegian Interbank Clearing System (NICS) is one of the most important interbank
systems in Norway. Almost all payment transactions in NOK are cleared in NICS before
being sent for settlement in Norges Bank's settlement system. Bits AS (Bits), the Nor-
wegian banking and financial industry’s infrastructure company, is the system operator
for NICS and is licensed by Norges Bank under the Payment Systems Act.

The service provider situation for NICS has changed considerably in recent years. In 2021,
Mastercard acquired parts of Nets, which has been responsible for the technical opera-
tion of NICS for many years. Some operational services are still performed for NICS from
the part of Nets not included in the acquisition, but Mastercard is planning to take over
these services too in the next few years.

As licensing and supervisory authority for NICS, Norges Bank set a requirement in 2020
that NICS should be made more independent of service providers.? This is one reason
Bits launched a large-scale project to modernise NICS. The project is expected to be in
progress for the next few years.

An important element of this work is phasing out Norwegian solutions and formats for
the exchange of transactions. These solutions restrict the range of alternative providers.
The ISO 20022 format will be used in the transaction exchanges between the banks and
NICS. Message types and message flow in NICS will be based on guidelines which are
compiled on a Nordic level by the Nordic Payments Council (NPC). This will provide the
basis for real competition among providers and reduce provider dependence. Another
important measure is that Bits will facilitate the use of the commercially owned network
BitsNet for messages between the banks and NICS.

1 See Norges Bank (2020).
2 See Norges Bank (2021b).
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EXCLUSION OF RUSSIAN BANKS FROM SWIFT

In reaction to Russia’s invasion of Ukraine, the EU decided on 2 March this year to exclude
some Russian banks from the SWIFT network. The banks were already subject to sanc-
tions by the EU.

Excluding Russian banks from the SWIFT system had previously been discussed after
Russia's annexation of Crimea in 2014. The Russian central bank then began to develop
its own system with similar functionality as an alternative to SWIFT. The system is called
System for Transfer of Financial Messages (SPFS). Russia has thus taken action that from
a strategic and technical perspective has reduced its dependence on SWIFT. A total of
400 Russian banks use the SPFS. Use of the system is limited internationally, but some
20-30 banks in other countries are connected to the network. The Russian financial
infrastructure is thereby less dependent on SWIFT than for example the Norwegian
financial infrastructure. The SPFS is nonetheless not a perfect alternative to SWIFT
because of its limited functionality and shorter opening times.

Sanctions against Russia, including exclusion from SWIFT, have restricted Russian banks'
trading with banks in Western countries. A large share of global trading involves a coun-
terparty from the EU or the US, and exclusion from SWIFT may make banks in Western
countries more reluctant to trade with other Russian banks in addition to the sanctioned
Russian banks. Several of the same sanctions imposed on Russia today were imposed
on Iran in 2012 and 2018.

in non-euro EEA countries, would have to submitted in the ISO 20022 format by 31
October 2016.

The part of Norwegian banks' common interbank system (NICS) that processes real-time
payments has been prepared for migration to ISO 20022. Bits started a project to mod-
ernise NICS in 2021. The project includes preparing for all transactions, not only real-time
transactions, to be exchanged using the ISO 20022 messaging format (see box: Reduc-
ing provider dependence in NICS).

In 2020 Norges Bank launched a pilot project, working in dialogue with the banking
industry, to assess and draw up proposals on how the new messaging format could be
used in NBO.

The specifications for the new ISO 20022 messages for NBO were published on 1 March
2022. The relevant participants in NBO have been informed about the migration strategy
and overall schedule for the transition to ISO 20022 in NBO. Use of the new messages
is scheduled to start by November 2025.

ISO 20022 messaging in NBO will be introduced for gross payment transactions, settle-
ment of NICS clearings, securities settlement and foreign exchange (FX) settlement. For
transactions between NBO and the relevant participants to be exchanged in the ISO
20022 format, participants that exchange SWIFT messages with NBO must also adjust
their systems accordingly.
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Standardisation through the ISO 20022 messaging format is an important element in
improving an already efficient infrastructure. In Norges Bank’s view, it is important that
participants in the payment infrastructure prioritise the work to make the transition to
ISO 20022.

4.3 Cross-border payments

A cross-border payment is a funds transfer where the payer and payee are resident in
different countries. These payments are more complicated, more expensive and are
executed more slowly than domestic payments for several reasons, and a number of
initiatives have been launched internationally to increase the efficiency of these payments.

Different areas of use for cross-border payments

Cross-border payments are used for different purposes and in different contexts and
account for a relatively small share of the total number of payments executed through
the payment system. If payments related to FX trading are disregarded, payments to
and from other countries make up around 2% of the total number of Norwegian pay-
ments. Nevertheless, these are important payment services for the users, and it should
be possible to execute these payments efficiently and safely.

A substantial portion of cross-border payments are related to payment for the import
and export of goods and services. Such payments are executed through an international
network of correspondent banks. This may for example mean that a Norwegian bank
has an agreement with a US bank to execute payment from a Norwegian to a US cus-
tomer. The Norwegian bank manages the Norwegian part of the payment, including
sending the payment transaction to the US bank and debiting the amount in NOK from
the payer's account. The US bank forwards the payment information to the US payee
and credits the payee’s account with the agreed amount in USD. The correspondent
bank agreement describes the terms of the currency exchange and how the US bank'’s
outlay for the payment will be remunerated. If the payee does not have an account in
the US bank, several banks will need to be involved in the transaction chain.

Large banks with international operations have established their own secure network
for financial messaging - the SWIFT network (see box on SWIFT in Section 4.2). The
content of the messages is standardised so that the banks involved in the payment chain
should be able to easily identify payment information such as the payee's account number,
the currency and the amount. The SWIFT network is used for payments for the import
and export of goods and services and for messages in connection with trading in secu-
rities and FX markets.

In 2021, the value of cross-border payments to and from Norway using SWIFT messag-
ing totalled more than NOK 15 000bn across about 20m payments (Chart 4.4). In addition,
foreign currency cheques are still used to some extent to pay for goods and services
abroad, although their use is on the decline.

In terms of numbers, international payment cards are used most for cross-border pay-
ments, ie private individuals’ and businesses’ payments in connection with Norwegians
travelling abroad and foreigners visiting Norway, and card payments for Norwegians'
e-trade with foreign operators and foreigners' e-trade in Norway.

In addition there is a separate cross-border payments service which is used by workers/
residents in Norway who send money to, for example, relatives in other countries. The
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Chart 4.4 Cross-border payments
Payments to and from Norway. 2021
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Source: Norges Bank

payees in these cases may be located in regions without a well-established banking
industry, and they may not have a bank account. Companies specialising in funds trans-
fers are then used. These companies can make the transfer to and from bank accounts
they hold in the payee and payer country, and if the payee does not have a bank account,
the payment will be made in cash. This type of cross-border payment is far more impor-
tant in other countries and regions than in Norway.

Trading in FX markets involves cross-border payments when the parties to the trade are
in different countries. Large banks that are active in FX markets have established their
own financial infrastructure for the settlement of FX trades called CLS. Most FX trans-
actions in the main currencies are settled through this system (Norges Bank (2021a)).
Cross-border payments between parties to an FX trade that are settled through the CLS
system are not discussed further here.

Other aspects of cross-border payments

There have been some improvements in cross-border payment services in recent years.
However, in general they are still costly and slow, with limited transparency compared
with domestic payment services (see FSB (2020a)). There are several reasons for this,
and the challenges vary widely by type of payment service.

A cross-border payment will normally be processed through the national payment
systems in the payer's home country and the payee's home country. The challenge
increases if the two countries use different currencies. If the countries are in different
time zones, and the payment is processed through payment systems with opening times
that do not coincide or do so to a limited extent, the execution of the payment can be
delayed.

If the exchange of payment information between the two systems involves manual
processing, costs in terms of both money and time can increase. If the payer’s bank does
not participate directly in the payment system in the payee's country, other banks or
other agents are needed to process the payment transaction. Banks and other payment
intermediaries involved in the transaction must have a contractual relationship that
ensures payment execution and that regulates the parties’ rights and obligations. The
establishment and maintenance of such contractual relationships requires resources.
Each bank involved in the payment will incur transaction costs that are normally covered
by charges imposed on the payer, payee or both.
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Cross-border payments between countries with different currencies require an exchange
transaction. Normally the payer will send the funds from an account in the payer's home
country currency, while the payee wants or requires the payment to be credited to an
account in the payee's home country currency. Facilitating such a currency exchange
can require resources related to for example liquidity management in the relevant cur-
rencies. Exchanges normally also involve exchange charges.

Some international initiatives for improvement

Several international bodies are engaged in improving cross-border payment services.
The G20% for example has prioritised this work. The Financial Stability Board (FSB), which
reports to the G20, published three reports on the subject in 2020.#’ In the reports, the
G20 assesses the existing solutions for cross-border payments and describes the chal-
lenges and frictions. With 19 recommended building blocks in five focus areas, the G20
presents a global roadmap to improve speed, cost, access and transparency in cross-bor-
der payment services (Chart 4.5). The recommended building blocks put forward meas-
ures to improve existing payment services and to develop new services and infrastruc-
tures for cross-border payments. The G20 also provides advice on measures for the
public sector, including improving the regulatory, supervisory and oversight framework.

The G20's advice has been followed up by relevant international organisations and stand-
ard-setting bodies such as the central bank body Committee on Payments and Market
Infrastructures (CPMI), the FSB and others. The G20 has asked the FSB to submit an annual
report on the progress made in the implementation of the roadmap (see FSB (2021)).

SWIFT launched an initiative called SWIFT Global Payments Innovation (GPI) in 2017 to
improve cross-border payment messaging in the correspondent bank network. Under
the GPI standard, the banks involved receive real-time information about where a payment
message is at any time. This information can be forwarded to banks’ customers. Track-
ing payments increases predictability for both payer and payee and reduces the time
needed to execute the payment.

The payment system in Norway is relatively efficient compared with other countries,
including the services normally used in Norway for cross-border payments. Norges
Bank’s view is nonetheless that these payment services should be improved, and the
Bank supports the initiatives to increase the efficiency of cross-border payments.

Chart 4.5: Focus areas in the G20 roadmap

Public and private sector
commitment

New payment

. Regulatory, supervisory and
infrastructures and arrangements

oversight frameworks

Enhance cross-border payments

Data and market practices Existing payment infrastructure
and arrangements

Source: FSB (2021)
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5 Securities settlement
systems

In modern economies, central securities depositories (CSDs) play a key role in
the issuance, settlement and custody of financial instruments and in collateral
management. The ownership of securities is recorded in CSDs, which are also
responsible for day-to-day settlement of securities transactions. In addition,
CSDs are used to secure collateral, eg for payment settlements at Norges Bank
and other central banks.

After the financial crisis in 2007-2008, central counterparties (CCPs) have taken
over much of the exposures between financial sector participants. This has
reduced the risk associated with derivatives and equity trading and increased
the transparency of financial sector exposures.

Well-functioning CCPs and CSDs are therefore essential to well-functioning
securities markets. CSDs are also important for settling payments, since they
manage the collateral used in settlements.

5.1 New authorisation for the central securities depository Euronext
Securities Oslo

The CSD in Norway is in transition, with new owners, a new name and a new CSDR
authorisation. The new authorisation means changes for the CSD and its clients.

European framework
CSDs play a key role in the issuance, settlement and custody of financial instruments
and in collateral management. They are therefore systemically important.

The CSD in Norway now operates under the name Euronext Securities Oslo , while its
legal name remains Verdipapirsentralen ASA. Euronext Securities Oslo is a part of the
Euronext Group, which includes three other CSDs (in Denmark, Italy and Portugal), seven
European exchanges (including Oslo Bars) and a central counterparty (CCP) in Italy (Chart
5.1).

On 1 March 2022, Euronext Securities Oslo began to use its new authorisation under the
Central Securities Depository Regulation (CSDR). The CSDR has been transposed into
the new Norwegian CSD Act.“® Most of the CSDs in the EU/EEA area hold a CSDR licence.
Today there are 27 CSDR-licensed CSDs, including Euronext Securities Oslo and the other
Euronext Group CSDs.

More competition in the EU/EEA
CSDs authorised under the CSDR may offer services throughout the EU/EEA if they have
notified the competent authority in the country where services are to be provided. The

48 The authorisation was granted by Finanstilsynet as competent authority, after consultation with Norges Bank as relevant authority.
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Chart 5.1: Euronext Group
Dark green rectangles are exchanges, green are CSDs and blue is a CCP
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CSDR allows issuers and investors to choose among competing CSDs. The purpose is
to promote a single securities market.

New securities settlement regulation

The new Norwegian CSD Act contains more extensive and detailed requirements for
Euronext Securities Oslo. For example, there is now statutory regulation of securities
settlement in Norway, which had been only lightly regulated under Norwegian law. The
securities settlement system, which Euronext Securities Oslo has operated for many
years, must thus meet new statutory requirements. These include a regime with fines
for operators for failure to ensure timely settlement of trades.

5.2 Central counterparties and Brexit

In 2019, the EU introduced stricter requirements for central counterparties (CCPs)
domiciled outside the EEA.* A possible consequences is that CCPs outside the EEA will
be restricted in their ability to offer clearing services to entities in the EEA. This issue
is particularly relevant to CCPs in the UK, since they clear most of the EEA financial
sector derivatives. If UK CCPs are restricted in offering services, this will have sub-
stantial consequences for the entire EEA financial sector.

Revised EU regulation of CCPs

CCPs enter into transactions between buyers and sellers of financial instruments (called
clearing) (Chart 5.2). Market participants are thus not exposed to one another, but to the
CCP. If a clearing member of a CCP defaults on its obligations, the CCP will close out the
contracts with that member. Any losses will normally be borne by the defaulting member,
but large losses are allocated to other clearing members of the CCP.

Losses are allocated when the CCP draws on a default fund that all clearing members
have paid into. Because the loss is allocated to all members, the CCP can absorb large
losses. In highly turbulent markets, situations can arise where the default fund is insuf-
ficient. The CCP must then obtain additional funds from clearing members or from the

49 The EEA comprises the 27 EU countries, Norway, Iceland and Liechtenstein.
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Chart 5.2: Central counterparties (CCPs)
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CCP's owner. In an extraordinary situation, the loss may be covered with public funds®,
and in the worst case the CCP will be unable to fulfil its contractual obligations. Because
a CCP is exposed to a wide range of financial sector participants, financial stability may
be threatened in this situation.

How situations with large losses are to be managed is subject in part to the CCP'’s con-
tractual framework, but also depends on decisions by the CCP and its home state author-
ity. To reassure markets of an orderly resolution of such situations, in 2019, the European
Parliament and European Council passed a resolution requiring CCP's to be established
in the EEA if their exposures to EEA entities were so large that they could pose a threat
to financial stability in the EEA or in one or more member states.

In 2021, the EU authorities (ESMA®" and ESRB*?) concluded that the two UK CCPs LCH Ltd
(LCH) and ICE Clear Europe Ltd (ICE) had EUR and PLN exposures of substantial impor-
tance for financial stability in the EEA.*3

Extended time-limited equivalence for LCH and ICE

On 8 February, the European Commission extended the time-limited equivalence for
UK-based CCPs from 20 June 2022 to 30 June 2025.5* The EU authorities point out that
there are no CCPs in the EEA that can take over this activity today. A move of such clear-
ing to the EEA would also entail substantial costs to clearing members. These include
the costs of transferring existing derivatives and the costs associated with a reduced
netting effect.> At the same time, UK CCP legislation and requirements are essentially
identical to those of the EEA. In addition, various EU bodies participate in the supervision
of LCH and ICE. Even though LCH and ICE are systemically important for clearing EUR
and PLN derivatives, the Commission found that the disadvantages of extending equiv-
alence outweighed the benefits.

Nevertheless, the Commission noted that measures were needed to reduce dependence
on and risks related to UK CCPs. Examples are greater influence of EEA authorities on
supervising LCH and ICE, measures to better enable EEA CCPs to replace clearing with

50 Under the EU Regulation on a framework for the recovery and resolution of central counterparties, public funds shall be used
as alastresort (see Preamble EU (2021)).

51 The European Securities and Market Authority (ESMA) is the EU supervisory authority for securities markets. See ESMA (2022).

52 The European Systemic Risk Board (ESRB) comprises representatives of the European Commission and European central
banks and supervisory authorities and advises on financial stability questions. See ESRB (2022).

53 Therequirements applied in the EU from 2019 and will be implemented in national legislation in the EFTA/EEA countries.

54 ESMA recognises third country CCPs. The new equivalence decision allows ESMA to continue to recognise UK CCPs.

55 Netting means that opposing positions are offset. A high netting effect means that clearing members’ positions with the
CCP are reduced. Reduced positions mean lower margining requirements and thus reduced costs. Because UK CCPs
account for a large share of global turnover, clearing through UK CCPs results in the highest netting effect.
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LCH and ICE and stronger cooperation on supervising CCPs within the EEA and greater
incentives for EEA market participants to move a greater share of the derivatives clear-
ing to the EEA.

Long-term solution

The Commission will consider measures that may reduce the risk associated with depend-
ence on UK CCPs before the time-limit in 2025 expires. Possible outcomes are that LCH
and ICE receive a limited right to clear for EEA entities, a new time-limited extension of
equivalence or a non-time-limited equivalence for LCH and ICE. If UK CCPs' right to offer
services in the EEA is limited, market participants in the EEA will have to move some of
the instruments they clear with LCH or ICE to other CCPs.

Norway and UK CCPs

From a Norwegian perspective, it was beneficial that equivalence was extended for UK
CCPs. Norwegian entities clear directly or indirectly with LCH and ICE, but from a Nor-
wegian perspective, the risk related to dependence on a third country entity is acceptable.
It is also beneficial that the high netting effect with both LCH and ICE reduces margining
requirements and that Norwegian participants avoid the costs associated with moving.
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6 The social cost of
payments

The overall social cost of the Norwegian payment system has decreased slightly
in the period between 2013 and 2020. Compared with other countries, these
costs are low in Norway. As the number of payments has increased, unit payment
costs have fallen. Card payments at physical points of sale (POS) have become
cheaper. A significant increase in online shopping, for which payment costs are
higher than for shopping in physical stores, has pushed up overall costs. Unit
costs for cash payments have increased markedly, partly owing to a decline in
cash usage.

About the cost survey

As part of its work to promote an efficient payment system, Norges Bank conducts
regular surveys of payment costs. One such survey has now been conducted and is
based on data for 2020. Similar surveys were conducted in 1988, 1994, 2001, 2007 and
2013. Payment cost surveys are conducted in all the Nordic countries and a number of
other countries.

NORGES BANK

Calculating social costs

The social cost of a payment is the total use of actual resources, such as labour and
capital, among payment participants. The total social costs express how much it costs
Norway, as a nation, to use and produce payment services.

The main participants in the payment chain are households, private firms and banks.
Households and private firms are payers and payees, while banks provide payment
services. In addition, separate costs are calculated in the survey for the public sector,
subcontractors and Norges Bank.

For households, the resource cost of a payment primarily comprises the time spent on
the payment action. At a POS, this is the time that elapses from the presentation of an
amount on the payment terminal until the payment is approved. Another example is the
time it takes to withdraw cash from an ATM. Time consumption is a social cost because
it could have been used to work or put to some other use and is therefore measured as
a wage expense.

For firms, key expense items are employee wage expenses and expenses for POS equip-
ment such as cash registers, safes, card terminals (for points of sale). A large proportion
of firms' expenses are IT-related.

The social costs for payment service providers, primarily banks, include wage expenses
for employees working in the field of payments, costs for payment-related equipment,
such as ATMs, and expenses for the operation and development of IT systems for payment
activities.

FINANCIAL INFRASTRUCTURE REPORT 2022



6 THE SOCIAL COST OF PAYMENTS

The survey identifies the social costs or resources needed for making payments. A sep-
arate box explains terms and the overarching elements included in the survey (Calculat-
ing social costs). The survey does not capture all resource use. In general, a number of
methodological choices must be made in such surveys, and the best choices are not
always obvious. Estimates of resource use are therefore uncertain.

In an efficient payment system, payments can be made quickly and securely at low cost
and in line with users' needs. Identifying the costs is the primary focus of this survey.
The time elapsed in making payments is included as resource use. Other aspects of
efficiency are not topics addressed in the survey. Only payment costs are identified,
while payment usefulness is disregarded.

The survey provides a basis for estimating total costs in the payment system and for
allocating the costs among the different participants and the payment instruments used,
such as cash, cards and giros (payments made directly from a bank account). Separate
surveys have been carried out for banks, businesses, the public sector and households.

To cover the largest possible share of the payment costs, more cost elements have been
included in this survey than in previous surveys (see box: The calculation methodology
in detail). A disadvantage of changing the calculation methodology is that comparing
the different surveys becomes more difficult. For more detailed information about the
surveys and results, see Norges Bank (2022a).

Results

For the payment system in Norway, the social costs in 2020 are estimated at NOK 24bn,
or 0.79% of GDP for mainland Norway. In 2013, the costs accounted for 0.6% of mainland
GDP.% Much of the increase is due to the increased scope of the calculation methodology.

56 The share has been updated in line with updated figures for mainland GDP for 2013.

The calculation methodology in detail

The survey covers most types of domestic payments in Norway. Bank-to-bank payments,
cross-border payments and Norwegians’ use of payment services abroad are not included.
Nor are payments using cheques, fuel cards, e-money and crypto-assets. The volume
of such payments in Norway is likely relatively limited.

Changes have been made to the scope and methodology since the previous survey. One
important change is the inclusion of a number of elements of giro payments. The new
elements are the costs to firms and their subcontractors when invoicing and processing
received payments. In 2013, only firms' payments (receipts) were included. This change
makes the payment costs of giros more comparable with the payment costs at physical
points of sale and for online shopping.

In the previous survey, we removed costs for cash withdrawals related to storing value.
In this survey, we have included all cash infrastructure costs (deposits, withdrawals and
other cash services). This change makes the costs for the various payment instruments
as comparable as possible, as part of the costs for card and giro payments also includes
storing value (such as online banking services for share accounts, etc). The data do not
make it possible to distinguish between the cost of payments and value storage costs
for all payment instruments.
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6 THE SOCIAL COST OF PAYMENTS

Chart 6.1 Distribution of total costs by payment instrument
In billions of NOK

Total: NOK 24bn
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Using the survey methodology from 2013, 2020 costs came to 0.56% of mainland GDP,
ie somewhat lower than in 2013.

Chart 6.1 shows the distribution of total costs by main payment instrument. Giro and
card payments accounted for nearly all of the costs. The costs related to cash accounted
for approximately 10% of total costs.

Comparing the results of cost surveys from different countries is difficult owing to sig-
nificant differences in methodologies and scope. The costs for Norway appear low
compared with other countries, despite the inclusion of more payment types in the
Norwegian survey than in surveys in other countries.

Number of payments and social unit costs

Payment methods have evolved significantly since 2013. The number of cash payments
and the use of cash services (deposits and withdrawals) have fallen substantially (Table
6.1). The number of cash payments is based on survey results of households and mer-
chants, which entails uncertainty regarding projections (see Norges Bank 2022a). We
have found that cash payments account for 5.8% of the payments made at physical
points of sale in our calculations. This is an average of the result from the household
survey (3.6%) and the result from the merchant survey (8.0%).

Table 6.1 Number of payments and use of cash services. 2020 and 2013

2013 2020 Change 2013-2020

Cash, total 465.9 171.3 -63%
Cash services 202.4 39.1 -81%
Cash payments 263.5 132.2 -50 %

Card payments 1497.6 2172.4 45 %
BankAxept 1310.1 1592.1 22 %
International Card 187.5 580.3 209 %

Giro payments 615.6 891.4 45 %

Total Norway 25791 3235.1 25%

Source: Norges Bank
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Chart 6.2 Social unit costs
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The number of card and giro payments has increased by almost 50%. The number of
payments with international cards such as Visa and Mastercard has tripled. The rise is
largely the result of strong growth in online shopping.

The total social unit cost (cost per payment) came to NOK 7.5 in 2020 (Chart 6.2).

In 2020, the cost of each cash payment averaged NOK 19.2. The cost includes the costs
of the cash payment itself and the costs related to cash services and the use of cash
infrastructure. Infrastructure costs accounted for most of overall cash payment costs.
Cash-related fixed costs are large. When the number of cash payments declines, unit
costs increase.

The unit cost of card payments averaged NOK 4.8 in 2020. Card payments can be made
with either the national debit card scheme BankAxept or with an international card from,
for example, Visa or Mastercard. Unit costs for both BankAxept and international cards
have declined since 2013, owing significantly to lower time consumption for card pay-
ments. Contactless card payments at physical points of sale have lowered payment
times. Card payments for online shopping (which still require international cards) also
take significantly less time than previously. Unit costs for online shopping payments are
higher than those for purchases at physical points of sale (Chart 6.3).

The chart also shows that there is a general cost difference between payments with
BankAxept and payments with the international cards. Some of the difference reflects
the fact that online shopping card payments require the use of international cards.

Chart 6.3 Unit costs for card payments at physical points of sale and online shopping
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BankAxept cannot be used for online shopping payments for the time being. Another
reason is that international cards offer more ancillary services, for example insurance
schemes and credit. Such services involve a cost for parties in the payment system.

The unit cost for giro payments was NOK 12.4 (Chart 6.2). Online banking payments
account for the largest share by far of electronic giro payments. The second-largest
category is direct debits. Direct debits are payments where the payee submits payment
orders to the payer’s bank once the payer has accepted such an arrangement, such as
a standing order (Avtalegiro). These payments require less input from households and
merchants. For banks, the resources needed per payment for direct debits and online
banking payments are approximately the same. Paper-based giro payments are largely
processed manually and are therefore far more costly than electronic giro payments.

A more cost-efficient payment system - some aspects

The use of international cards has increased substantially since 2013. Much of the increase
is related to online shopping but the use of international cards at physical points of sale
has also increased. This increases the social costs as payments made with such cards
(particularly credit cards) are more expensive than those made with BankAxept. An
additional driver of increasing international card use is that payers often receive rewards
for use, such as credit, bonus points, discounts and different insurance policies. The
payer does not need to consider the costs of these rewards, which the payee covers.
Payees normally want to offer payment methods that customers demand. This can
weaken the incentives for cost-efficient adaptation if payers, who chose the payment
method, are not presented with the cost differences of the different payment instru-
ments.*’

Today, most bill payments are made through more or less automated solutions, such as
direct debit and e-invoicing. However, there are still many bills that are still sent on paper
or as email attachments, and that must be handled manually, for example on an online
banking platform. The payment of such bills are not as cost-efficient as bill payments
that are sent and processed electronically. There are efficiency gains that can be realised
by switching from paper-based invoicing (including pdf invoices) to electronic invoicing.
Norges Bank's estimates indicate that the potential gains for resource use could be as
much as NOK 2.3bn per year (see Fevolden and Sandal (2022)). Overall, the decline in
the use of paper invoices will likely continue. The newly introduced measure for general
acceptance of e-Invoices from all providers will probably contribute. At the same time,
paper-based invoices are often used in online shopping, which has increased substantially
in recent years. Non-digital users benefit from paper-based invoices and the availability
of the services to pay them.

57 Owing to high payment market entry costs, it may be better in certain situations for parties other than the payer to be presented
with the costs associated with a payment, for example, in an entry context.
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Annex

Table 1 Average daily turnover in clearing and settlement systems (transactions)

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

NICS
NICS Gross 548 594 659 624 772 980 1021 1567 1859 2028 2278
NICS Net (million) 72 7.8 8.2 8.7 9.1 9.5 9.9 10.5 11.1 10.1 9.7
NICS Real’ 333255 510180
NBO
Total number of 1138 1274 1406 1367 1565 1835 1958 2555 2745 2935 3175
transactions
RTGS Gross transactions 479 549 595 592 658 700 793 841 859 930 828
excl. NICS

1 The daily average for NICS Real is calculated using the number of calendar days.

Sources: The figures under NICS are from Bits. The figures under NBO are from Norges Bank

Table 2 Average daily turnover in clearing and settlement systems (in billions of NOK)

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

NICS 221.4 2478 2535 262.8 2859 284.1 297.0 3153 323.2 3470 351.7
NICS Gross 1191  138.6 1360 1409 1601 1587 1633 1752 176.0 196.1 1893
NICS Net 1023 109.2 1175 1219 1258 1254 1337  140.1 1472 150.6  162.0
NICS Real’ 0.2 0.4

NBO 1721 2019 188.3 198.0 2193 221.2 235.8 247.6 259.3 458.1 3274
NICS Gross 1190 1377 1352 1408 1575  156.1 1590 1722 1580 1785 1697

RTGS Gross transactions 42.4 51.1 38.5 425 46.0 40.4 42.1 57.3 81.7 2615 136.8
excl. NICS

NICS Net 6.3 8.7 10.3 10.8 1.9 12.4 13.1 13.3 13.5 13.4 14.6
NICS Real’ 0.0 0.0
VPO og Oslo Clearing? 4.5 4.4 4.2 39 3.8 3.7 4.2 4.8 6.0 4.7 6.2
VPO 4.5 4.4 4.2 39 3.8 3.6 4.2 4.8 6.0 47 6.2
Oslo Clearing? 0.1 0.0 0.0 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0

1 The daily average for NICS Real is calculated using the number of calendar days.
2 Legally integrated with SIX x-clear from May 2015.
3 From 1 August 2021, clearings from SIX x-clear are no longer settled in NBO.

Sources: The figures under NICS are from Bits. The figures under NBO are from Norges Bank

1 Fortables showing developments in retail payment services, see Norges Bank (2022b).
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Table 3 Number of participants in clearing and settlement systems (at year-end)

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Norges Bank’s settlement 129 131 128 131 129 129 124 127 129 122 118
system (NBO): Banks with
account in Norges Bank

Norges Bank's settlement system 21 22 22 21 22 22 21 21 21 21 21
(NBO): Banks with retail net
settlement in Norges Bank

DNB 103 98 98 97 94 94 93 92 90 87 86
SpareBank 1 SMN 12 1 1 1 1 1 1 10 10 10 9
Norwegian Interbank Clearing 138 132 131 130 128 128 125 124 122 19 118
System (NICS)

Source: Norges Bank
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