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To preserve public confidence in the financial system when a catastrophic event like a cyberattack
causes an institution’s critical systems - including backups - to fail.
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2015 THE FORMATION OF SHELTERED HARBOR

il

SONY

PICTURES

24th November 2014 by
"Guardians of Peace”

Deployed a variant of the rare
destructive “Shamoon wiper
malware” that erased Sony's
computer infrastructure

All critical systems, including
backups, failed

Cost Sony $35M in IT repairs

Took 27 days to restore basic
operations and several months to
fully recover

Key takeaway: Companies
should make sure they're well-
prepared to respond to attacks.

< ) SHELTERED®
HARBOR Overview
-

The concept for “Sheltered Harbor” arose in 2015
as a result of a series of successful cybersecurity
simulation exercises between public and private
sectors known as the “Hamilton Series.”

A Hamilton Exercise simulated the Sony Pictures
attack, where all critical systems, including backups,

failed.

Hamilton Series/exercise are run by US Treasury
(quarterly) introducing stress points into the system
to assess overall risks and remediation strategies.

The conclusion of the exercises was that the
financial services industry, and by extension, the
U.S. economy, could be vulnerable if a cyber
attack disables one or more financial institutions,
it could lead to a loss of public confidence

In response, leading financial institutions, national
trade associations, core service providers, and
clearing houses established Sheltered Harbor to
Eromote the stability of the U.S. financial markets

y protecting critical account information of
market participants in order to maintain public
confidence during such a scenario.

TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved.
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SHELTERED HARBOR

The only participant-driven, not-for-profit, industry-led organization founded to enhance the resilience and stability
of the financial sector.

standards and certifications for isolated backups and recovery
of critical services

SHELTERED"®
HARBOR Overview TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved. 5



THE SHELTERED HARBOR COMMUNITY

~72 % U.S. deposit accounl.IoN

~70 % U.S. retail brokerage assets
~41% U.S. AUM and plan assets

SHELTERED HARBOR FINANCIAL INSTITUTION ECOSYSTEM

+ Data vaulting standards * Initiate program + Core and solution
providers develop data

* Resiliency planning * Implement data vaulting i d restorati
: vaulting and restoration
standards and guidance * Formulate and implement platforms
* Industry ecosystem resiliency plan .
] * Advisory, assurance and
* Quality assurance * Select restoration solution provider Alliance
through certification platform Partners provide services
* Regulatory engagement + Test recovery and turnkey solutions
* Implementation tools « Adhere to the standard, * Trade associations provide
and resources up to and including industry voice and support
* Ecosystem development certification  Regulatory agencies

reference and discuss
Sheltered Harbor

SHELTERED® | ,
HARBOR Overview TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved. 6




PROMPT RECOVERY OF CRITICAL SERVICES

Not an objective of most traditional business continuity (BC) or disaster recovery (DR) plans

BCP/DRP

Sheltered
Harbor
Activation

Incident Incident BCP/DRP BCP/DRP Failing
Occurs Escalated Invoked to Meet RTOs
Normal Busir]ess Issues Being Recoverv of Systems and
: Services : ecovery ot oystems a Recovery of Systems and Normal Operations Continues
Operations Triaged Normal Operations
Impacted
Monitor recovery activity for R A D d Oppenziz
y y Prepare for Activation SESHET AEEeUn: (LB 1) Funds Access
Sheltered Harbor Event Enable Funds Access Services Servi
ervices
Sheltered Harbor Sheltered Harbor Funds Access Funds Access
Resiliency Plan Heads-Up Issued Activation Available
Activation Authorized
Initiated ) Sheltered Harbor Activation Time
Funds Access Outage Time  |ommmmmmooooeoeeeee
<_ _________________________________________________________________________________________________________________________________________________

A successful Sheltered Harbor Resilience Plan will buy the organization the
time it needs to complete a full business restoration

o
‘ > SHELTERED"®
HARBOR
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INDUSTRY RECOGNITION AND GUIDANCE

Recognized for Data Protection and Resilience

American b I @) Credit Union
/&) Bankers _ National
Association. ©

RGQU|atOI‘S recognize IIIIIIIIIIIIIIIIIII CUNA Association
Sheltered Harbor as the ) AR o Dch FD'
financial industry’s

standards setting and K FFIEC st FBIIC

*

[ 4 [ 4 [
f b d f 2-%, FINANCIAL
certitication body for G e, 1, TCA
ofe ‘24¢" FORUM ) insiiivte of INI)lil’liNl)l-Z.N’l‘(TOMBIF.INI’I‘\'
CYber reSIIIGnce 1™ international Bankers BANKERS 0f AMERICA”
S

Office of the
Comptroller of the Currency

L SN A
T ‘ \

s ——2a,
.....
< S

p \\ i
I3 y o ° » (T .
\ / a,%’\ - ©

& )‘q = C’\ ) s O< &7

‘ 'n".r PROT® ‘.L"" v b 7Ing pRO R

L~z
SHELTERED"®
HARBOR Overview TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved. 8
=

- ety
11111111
.........

062!‘:0:\1% . .
“Naf.2 National Credit
I f Union Administration




INDUSTRY RECOGNITION AND GUIDANCE

Recognized for Data Protection and Resilience

April 2019

Sheltered Harbor included in
FSSCC Business Services Resilience and

Restoration Guide (Pages 10-12)

e Sodes o Coornat Sommt
Business Services Resilience
and Restoration

Building Operationally Resilient Business Services in the
Financial Sector

Apeil 8, 2019

SHELTERED"®

HARBOR Overview

May 2019

Industry Trade Letter

No|

* Credit Union
bpi  fRET

7-7,, FINANCIAL 23
1) sErvices. @ Fs-ISAC \Sl_fma

May 14,2019
To all fisancial mstitution CEOs

As beads of mational fimancial services trade associations, we are writing with one simple
message: Join Sheltered Iarbor.

Sheltered Harbor was created o protect your customers, your finsncial mstitution, and pubbc
confidence in the fimancial systemn if a catastrophic event like a cyberattack causes cntical
systems— inclding backups —to fail

‘This is not a sales pitch for a product or service. We have built a sot-for-peofit, industry-led
ecosystem of fisancial mstinations, core processors, national trade associations, alliance pastacrs,
a0d solution peoviders dedicated to cahancing financial sector stability and resibicncy

The reason for Sheltered Harbor s sample. once improbuble threat scenarion are now plassible
In response, traditional business contimity and disaster recovery planning is not enough. The
anly way 1o mimimize the impact of a devastating disruption is [0 prepare for it. Implementing
the Sheltered Harbor stancdard prepares institutions 10 provide customsers finely scoess 1o
balances and funds in such a worst-case scenario

How does Sheltered Harbor work? Financial mstitutions back up critical custoer account data
cach night in the Sheltered Harbor standard format. cither managing their own secure data vault
o using a participating service provider, The data vault is owned and managed by your
institution, is unchangeable, and is completely separated fiom your institution’s infrastructire,
inchading all backups. When your imstitation completes the requirements for data vaulting, you
will be awarded Sheltered Harbor Thas nd Yy

commumicate 1o key andiences, such as customers, indistry peers, and regulatory aencies, that
your critical customer account data is protected.

seal

Vaulting customer data each day is. of course, essential if a devastating cyberatiack takes place
Restoring the data is equally important Through resiliency plasnisg guides sod an expanding
nctwork of assurance and advisory firms, implementing the Shebicred Harbor standasd helps your
institution prepare the business and technical processes pocessary to restore critical systoms as
quickly as possible. We are also working with core processors and ofber technology service
providers 1o ensure institutions have ready access o solutions for data vaubting and recovery

TLP

September 2019
Sheltered Harbor included in

DTCC Resilience First — A systemic risk

white paper to the industry (Page 6)

SEPTEMBE

RESILIENCE FIRST

Promoting Financial Stability by Planning for Disruption

Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved.
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https://shelteredharbor.org/images/SH/Docs/Sheltered_Harbor_Trade_Assn_Exec_Letter_Genericfinal_051619.pdf
https://fsscc.org/wp-content/uploads/2021/02/FSSCC_Operational_Resilience_White_Paper_08April2019.pdf
https://fsscc.org/wp-content/uploads/2021/02/FSSCC_Operational_Resilience_White_Paper_08April2019.pdf
https://www.dtcc.com/~/media/Files/Downloads/WhitePapers/Resilience-White-Paper.pdf
https://www.dtcc.com/~/media/Files/Downloads/WhitePapers/Resilience-White-Paper.pdf
https://www.dtcc.com/~/media/Files/Downloads/WhitePapers/Resilience-White-Paper.pdf
https://www.dtcc.com/~/media/Files/Downloads/WhitePapers/Resilience-White-Paper.pdf

A GROWING SHELTERED HARBOR PARTNER ECOSYSTEM

We continue to expand the ecosystem to support the industry with a broad menu of options

SERVICE PROVIDER COMMUNITY

+ Firms implement the Sheltered Harbor vaulting and data recovery standards within their organization, certify their adherence through independent audits (initially and annually thereafter), promote Sheltered Harbor participation to
their clients and prospects, assist with enrollment and provide them with the services necessary to enable their participation in and implementation of the Sheltered Harbor Standard.

@ cocc

. =
FIS©

jack henry

(=} tyfone

wal IFS
‘ savan
BANK TECHNGLOGY OUTFITTER

ALLIANCE PARTNER COMMUNITY

Advisory: Consulting Services

Solution Providers

Assurance: Audit Services

Marketing: “Brand Ambassadors”

* Firms promote Sheltered Harbor participation and
support Participants with planning, implementation
and Independent Control Readiness Assessments
and Reviews, necessary for Sheltered Harbor
Certification.

Firms promote Sheltered Harbor participation and
provide Participants with Sheltered Harbor
validated turnkey Data Vaulting solutions,
implementation and services to accelerate
adoption efforts.

Sheltered Harbor Qualified Assessor firms promote
participation, provide Participants with Independent
Control Readiness Assessments, Reviews and
Attestation Services to complete their Sheltered
Harbor Certification

* Firms create Sheltered Harbor awareness,

promoting participation and adoption amongst their
financial sector clients and prospects.

aws  Capgemini@®
g
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cobalt IRON
D<A LTechnologies (©)
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o GrantThornton
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Overview

FIS DATA
RESTORE

TLP
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INDUSTRY RECOGNITION AND GUIDANCE

Recognized for Data Protection and Resilience

L

November 2019

Sheltered Harbor included in
FFIEC IT update to Examination

Handbook and Examiner Work Program
(Page 21)

*

FFIEC Information Technology Examination Handbook
Business Continuity Management

NOVEMBER 2019

SHELTERED"®

HARBOR Overview

January 2020

Sheltered Harbor included in
FDIC/OCC Joint Statement on

Heightened Cybersecurity Risk (Page 3)

Federal Deposit Insurance Corporation
Office of the Comptroller of the Currency

Joint Statement on Heightened Cybersecurity Risk
January 16, 2020

Purpose

The Federal Deposit Insurance Corporation and the Office of the Comptroller of the Canency

ae issuing this statement to rerind supervised financial institations of sound cyb ity risk
‘management principles. These principles elaborate onstandards artirulated inthe Feeragency
Guidslings Establishing bifovmation Security Standavds® as well as vesonyees provided by the
Federl Financial Is ity tions Examination Council (FFIEC) menbers, suchas the FFIEC

S tatement on Destructive Makvare. 2 When financial institations apply these principles and risk
‘mitigation tec hniques, they reduce the risk of a cyber attack’s success and minimize the regative
impacts of'a disruptive and destuctive cyber attack. While preventive controls are impotard,
financial institation management should be prepared fora worst-case scerario and maintain
sufficient business cortivmity planning processes for the rapid recovery, resunption, and
mairterance of the instittion’s operations.

Highligh

Irpl and maintaining effective cyb ity contols is crifical to protecting francial
instibations from malicius activity, especially in periods of heightened risk. Sound risk
‘mansgement for cybersecurity inchides the following:

+  Response and resilience capahilities: Review, update, and st incident response and
business contimity plans.

+  Authentication: Protect against thorized access.

+  System configuration: Securely configne systems and services.

Background

Heightered risk fiom eybersecutity threats, such as inemased geopolitical tersiors and threats of
aggression, may resultin cyber attacks against U S. targets and interests. Inrecent yoas,
disvuptive and destmctive attacks against finarcial institations have increased in frequency and
camputers ornetworks. They oftenobtain access to financial ins titation systems and retworks
by isingusercredentials and introducing mabrare thiough social engineering financial
instibation employees and contractors with phisking or spear phishing attacks . Arother method
of attack is to introduce infected external devices to computers and networks thiough removable
media.

TLP

November 2020

Sheltered Harbor included in Carnegie’s
'International Strategy to Better Protect

the Global Financial System from Cyber
Threats’ Report’ (Multiple Pages)

N CARNEGIE
ENDOWMENT FOR
4 INTERNATIONAL PEACE

International Strategy to Better
Protect the Financial System
Against Cyber Threats

TIM MAURER AND ARTHUR NELSON

Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved.
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https://urldefense.com/v3/__https:/www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-5a.pdf__;!!KiKuo7vuEfFtdC9btZxc!0TJMlOdnX2i_eNZmIzJT0UN48bGn0Lp6ZvoWa4AR39UpkEw01mg1pTbERXfUEaO2Nb2NnBs$
https://urldefense.com/v3/__https:/www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-5a.pdf__;!!KiKuo7vuEfFtdC9btZxc!0TJMlOdnX2i_eNZmIzJT0UN48bGn0Lp6ZvoWa4AR39UpkEw01mg1pTbERXfUEaO2Nb2NnBs$
https://ithandbook.ffiec.gov/it-booklets/business-continuity-management/
https://ithandbook.ffiec.gov/it-booklets/business-continuity-management/
https://urldefense.com/v3/__https:/carnegieendowment.org/2020/11/18/international-strategy-to-better-protect-financial-system-against-cyber-threats-pub-83105__;!!KiKuo7vuEfFtdC9btZxc!0TJMlOdnX2i_eNZmIzJT0UN48bGn0Lp6ZvoWa4AR39UpkEw01mg1pTbERXfUEaO2zihGN9s$
https://urldefense.com/v3/__https:/carnegieendowment.org/2020/11/18/international-strategy-to-better-protect-financial-system-against-cyber-threats-pub-83105__;!!KiKuo7vuEfFtdC9btZxc!0TJMlOdnX2i_eNZmIzJT0UN48bGn0Lp6ZvoWa4AR39UpkEw01mg1pTbERXfUEaO2zihGN9s$
https://urldefense.com/v3/__https:/carnegieendowment.org/2020/11/18/international-strategy-to-better-protect-financial-system-against-cyber-threats-pub-83105__;!!KiKuo7vuEfFtdC9btZxc!0TJMlOdnX2i_eNZmIzJT0UN48bGn0Lp6ZvoWa4AR39UpkEw01mg1pTbERXfUEaO2zihGN9s$

PROMPT RECOVERY BY DESIGN

Sheltered Harbor provides industry standards and certifications, enabling organizations to proactively plan for and
recover from a crisis, like a devastating cyber attack. When all critical systems - including backups — have failed, it
buys the organization time to recover normal operations. Preparation is key!

— N §

ERER Aig

w ‘." \
i -41‘ b ;-
<,

DATA RESILIENCE CERTIFICATION
VAULTING PLANNING

Purpose-built resilience standards for the protection of isolated data, resilience and recovery
Best practices in cyber resilience as acknowledged by global financial regulators

RESULT: Recovery of critical business services in a crisis and preservation of public confidence in the financial system.

—
SHELTERED"®
HARBOR Overview TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved.
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INDUSTRY RECOGNITION AND GUIDANCE

Response to a Notice of Proposed Rulemaking (NPR) regarding Computer-Security Incident Notification
Requirements for Banking Organizations and Their Bank Service Providers

SHELTERED®

HARBOR

Overview

April 2021
Sheltered Harbor included in

ABA and the Joint Trade Associations comment letters submitted in response to the
Computer-Security Incident Notification NPR (Page’s 5 and 10)

Arercan
- Denyette DePlerro

Association

Vice President and Senior Counsel

P 2026635333

Buking Success Together

Monday, April 12, 2021

Ann E. Misback

Board of Governors of the Federal Reserve System
20th Street and Constitution Avenue NW
Wi

fashington, DC 20551
Board Docket No. R-1736, RIN 7100-AG0S

‘Washington, DC 20219
Docket ID OCC-2020-0038, RIN 1557-AF02 (OCC)

regs.
comments@fdic.goy
www.reguiations. gov
Attention:  Comments (FDIC)
Comment

Re:  Notice of Proposed

for Organizations

86 Fed. Rog. 2299 (Jan 12, 2021)
Board Docket No. R-1736, RIN 7100-AG06 (Board)
OCC Docket ID OCC-2020-0038, RIN 1557-AF02 (OCC)
RIN 3064-AF59 (FDIC)

Dear Sir or Madam:
The American Bankers Association (ABA)' appreciates the opportunity to respond to the
January 2021 notice of proposed nputer-Security Inci &

for Banking Organizations and Their Bank Service Providers ("Proposal®), jointly

issued by the Federal Reserve Board of Governors, the Federal Deposit Insurance Corporation,

s $21.9 rition which is

i

rploy

1120 Connecticut Avenue

NW | Washington

DC 20036 | 1-800-BANKERS | aba.com

ddepierr@aba com

TLP

Bulding Success Togesrer. SN

= bpi [|B finz

W e T

April 12,2021

Via Electronic Mail

Chief Counsel's Office

Attention: Comment Processing

Office of the Comptroller of the Currency
400 7th Street SW, Suite 3E-218
Washington, DC 20219

Ann E. Misback, Secretary

Board of Governors of the Federal Reserve System
20th Street and Constitution Avenue NW
Washington, DC 20551

James P. Sheesley, Assistant Executive Secretary
Attention: Comments

Federal Deposit Insurance Corporation

550 17th Strect NW

Washington, DC 20429

Re:  Computer-Security Incident Notification Requirements for Banking
Organizations and Their Bank Scrvice Providers (Docket ID OCC-
2020-0038 and RIN 1557-AF02; FRB Docket No. R-1736 and RIN
7100-AGO6; FDIC RIN 3064-AF59)

Ladies and Gentlemen:

The American Bankers Association ("ABA"), Bank Policy Institute

(“BPI"), Institute of International Bankers (“IIB"), and the Securities Industry and

Financial Markets

ion (“SIFMA™) ively, the ions”)" appe

See Annex A for a description of cach of the Associations.

Copyright © 2025 by Sheltered Harbor, LLC

. All rights reserved.
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INDUSTRY RECOGNITION AND GUIDANCE

Recognized for Data Protection and Resilience

SHELTERED®

HARBOR

August 2022

Sheltered Harbor included in
Office of the Comptroller of the Currency (OCC) News Release 2022-94 , Remarks (Page 5)

Acting Comptroller of the Currency Michael J. Hsu the next ibuting f 10 cyber breaches at financial institutions has been the

Remarks before the Joint Meeting of result of mi or ici are very familiar with the

the Financial and Banking Information Infrastructure Committee and

the Financial Services Sector Coordinating Council

August 2,2022

‘Thank you for the kind i i d for inviti to speak today. I'm very glad 10

be speaking at this forum given the important roles that the FBIIC and FSSCC play in enhancing

and the signi in collective action for which those

bodies have been responsible.
My remarks today are framed by three intersecting risks that require our individual and

collective vigilance: the risk of ing ity threats, the risk itical ions, and
the risk of complacency.

To date, the industry overall has de good job of buildi e dakk dworking
iy, andthe regulatory ity to guard against attacks. Those eflorts and

s

My sense, however, is that success can breed a false sense of security. We cannot be
complacent. In a world of constantly evolving threats, vigilance must be maintained, especially
when things are quict. And with increasingly complex dependencies in the provision of financial

services, heij focus on the resili ilitics of critical

imperative.

TLP AMBER

security settings of commonly used software products throughout the industry and often seek

P 4 et o
P

While these Blockis p ” "

vulnerability patching, identity and cyber incis planning:
important o reduce risk,financial intitutions shouldalso be prepared foc potental cyber
disruptions and maintain sufficient resilience effective incident nse processes and
rapid recovery in the event that preventative controls are not sufficient to safeguard againsta
cyberevent. A key component of these capabilities is 10 establish controls to safeguard the
integrity and availability of critical data against the impact of destructive malware. Recovery
are leading various eft suchas and the Global Resilience

]
|

Cyber Preparedness and Resilience at the OCC
Cyber threats to the financial sector are not limited solely to financial institutions, and the
OCC recognizes that the scope of these threats is much broader. The OCC recently released our

spring 2022 S 1 Risk ! highlighting th i d

Copyright © 2025 by Sheltered Harbor, LLC

. All rights reserved.
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https://www.occ.gov/news-issuances/news-releases/2022/nr-occ-2022-94.html
https://www.occ.gov/news-issuances/news-releases/2022/nr-occ-2022-94.html
https://www.occ.gov/news-issuances/news-releases/2022/nr-occ-2022-94.html
https://www.occ.gov/news-issuances/speeches/2022/pub-speech-2022-94.pdf

DATA VAULTING

You must have a Sheltered Harbor certified cyber-resilient data vault.

Cyber Resilient

* Immutable, Isolated, Survivable, Accessible, Decentralized, Controlled by the financial
institution

Secure Process

* Incoming data validated and malware-free, controls to ensure immutability, recovery
tested

Prompt, zero-trust recovery platform

* Isolation is critical, distinct security zone, independently validated

SHELTERED"®
HARBOR Overview TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved. 15




INDUSTRY RECOGNITION AND GUIDANCE

Recognized for Data Protection and Resilience

June 2023

Sheltered Harbor included in
NCUA Cybersecurity and Credit Union System Resilience Report, Industry Response to Regulator’s Efforts (Page 13)

ated

duplicate with your changes has been cre:

SV, T,
Nag Nags
’ g = |
180 : e es
9. 0’5 d A At % &
(e National Credit Union Administration L1 National Credit Union Administration

NCUA senior leadership are briefed on NFR status on a quarterly basis, and resources are
allocated as appropriate to ensure mitigation, The NCUA Board is briefed on the FISMA audit
and Federal Information System Controls Audit Manual results and on remediation activities by
both the Executive Director's office and the Chief Information Officer. There are five maturity
levels, and the NCUA is graded as Maturity Level 4 “Managed and Measurable.” This rating
reflects that the NCUA’s information security program is effective and the agency can

this and i

Report to the Committee on
Financial Services of the House of
Representatives and to the
Committee on Banking, Housing,
and Urban Affairs of the Senate

Industry Response to Regulator’s Efforts

In response to the policies, procedures, and activities making up the NCUA's IT examination
program, credit unions have significantly improved their IT programs. Over the last 4 years, IT
risk factors requiring immediate attention (which are issued to credit unions in the form of
documents of resolution) have decreased.

on The credit union system has responded positively to the efforts of the financial regulators by

regulstors’ nd guidance P sector initiatives including:
Cybersecurity and Credit Union : N e e
oy Services Information Sharing and Analysis Center. Additionally, the National Credit
System Resilience Union nformation Sharing end Analysis Orgaaizaton wis 0 2 Enformat

Sharing and Analysis Organization specifically tailored to credit unions.

Hamilton Series Exercises: The NCUA supports the U.S. Department of the Treasury-
led Hamilton Series exercises to develop 1-day exercises aimed at improving the
cyberthreat response within the U.S. financial sector. Simulations mimic a variety of
cyberattacks. Participants include members of both the public and private sectors, so that
results can be formed into improved public-private coordination strategies.

June 26, 2023

o SREMEredHArBOrAs a result of the recommendations in a Hamilton Series exercise, the
private sector developed Sheltered Harbor standards. These standards may assist some
institutions in reconstituting certain data types afler a catastrophic event.

Regulatory Coordination Efforts

The NCUA coordinates with other federal regulatory agencies to strengthen cybersecurity,
including the development and dissemination of best practices and sharing threat information.

FFIEC: The FFIEC is a formal interagency body empowered 1o prescribe uniform principles,
standards, and report forms for the federal examination of financial institutions by the NCUA,

SHELTERED"®
HARBOR Overview TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved. 16



https://ncua.gov/files/publications/regulation-supervision/cybersecurity-credit-union-system-resilience-2023.pdf
https://ncua.gov/files/publications/regulation-supervision/cybersecurity-credit-union-system-resilience-2023.pdf

RESILIENCE PLANNING

Enables SPEEDY recovery of critical business services.

Planning to become resilient is a team sport that requires everyone to react promptly
as needed when all systems and data are unavailable. All their actions must have been:

Anticipated

Planned

Designed

Implemented / Negotiated
Tested

Rehearsed

Automatic ...

HARBOR Overview TLP Copyright © 2025 by Sheltered Harbor, LLC. All rights reserved. 17



INDUSTRY RECOGNITION AND GUIDANCE

Recognized for Data Protection and Resilience

June 2024

Sheltered Harbor included in

Cybersecurity and Credit Union System Resilience Report — Industry Efforts (Page 13)

Cybersecurity and Credit Union
System Resilience Report

June 2024

National Credit Union Administration
Alexandria, VA

SHELTERED"®

HARBOR TLP

Overview

short- and long-term solutions. This analysis supports the shaping of the NCUA's
internal policies and related to critical

protection, supply chain risks, national security, insider threats, counterinteliigence,
continuity of operations, and emergency response. The NCUA's staff also participate in
the folowing Interagency Initiatives:

o CISA security center and sessions;
Treasury sector and S0SSIONS;

© The Federal Chief Information Security Officer Council; and

> The Small Agency Chief Information Security Officer collaboration forum.

Industry Efforts

Credit union participation in the following initiatives reflect the credit union system's proactive
engagement with the broader security 1o enhance and
resilience.

7 hitps:in

Information Sharing and Analysis Centers & Organizations. Credil unions actively
participate in the Financial Services Information Sharing and Analysis Center (FS-ISAC),
where the financial sector shares intelligence, knowledge, and practices. The National
Crodit Union Information Sharing and Analysis Organization was established 1o tailor
these efforts to the unique needs of credit unions and provides security coordination and
collaboration to identify, protect, detect, respond, and recover from threats and
wuinerabiities.

Sheltered Harbor. Comprised of financial institutions. core service providers, national
trade associations, aliance partners, and solution providers dedicated 1o enhancing
financial sector stability and resiiency, Sheltered Harbor is a subsidiary of the FS-ISAC.
It developed standards to assist financial institutions prepare for catastrophic events.
The standards are designed 1o help institutions to plan for and recover from catastrophic
events, and to be able 1o continue to provide essential services until normal operations
can be reestablished.

Hamilton Series Exercises. The NCUA supports the Hamilton Series exercises through
its membership on the joint FSSCC - FBIIC Exercise Committee. These one-day
exercises simulate various cyberattack scenarios 1o enhance cybersecurity threat
responses within the U.S, financial sector, They also aim to improve public-private
coordination strategies by including diverse participants from both sectors.”

CISA Cyber Hyglene Services. Over 200 credit unions have engaged with CISA's

Cyber Hygiene Services program, which offers vulnerability scanning and web
scanning to help mitigate throats

www 5isac commublyResourcesFS-ISAC_ExpecisesOvarview pdf

Cybersecurity and Credit Union System Resilience Report
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CERTIFICATION
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TRUST

The organization has adopted the prescribed industry-developed safeguards and controls, which have been independently
assessed for compliance. Critical data supporting key business processes will survive a destructive cyber event.

SHELTERED"®
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SUMMARY

SPEEED OF RECOVERY isessential. PREPARE NOW to recover critical business services.

* Collaboration among peers expedites practical solutions that can be used today

* The concept of minimum viable operation must be incorporated in the recovery
strategy

o It narrows the scope (and therefore the timeline) for what needs to be recovered, and in
what sequence

o It also keeps a broad population focused on a commonly recognized, valuable objective

* Public-Private Partnership is essential to ensure that all perspectives are reflected in
a common/standardized approach.

o Regulations support achievable and measurable objectives, where necessary

o Examinations monitor with support from industry developed standards

o Institutions are responsible for their resilience in accordance with their own risk
tolerance and business priorities

e
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LEARN MORE ABOUT SHELTERED HARBOR AND FOLLOW
US ON SOCIAL MEDIA

‘ > SHELTERED®
——HARBOR Overview TLP
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GET PREPARED

« Join Sheltered Harbor to access its resources
« Start planning your resiliency approach
 Vault your critical data

 Validate the data from your vault and get
Data Protected and/or Vaulting Process

Certified

* Define how you want your customers to
experience such a devastating event

* Select your restoration platform
* Test and exercise your resilience plan

« Get your organization Resilience Certified

< > EF!E
R B O Overview TLP
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Join Sheltered Harbor
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