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Selected key figures

NOK 357.3bn
DailyturnoverinNorgesBank’s
settlementsystem

118
Numberofbanks

NOK 35bn
Valueofbanknotes
incirculation

NOK 10.6m
Dailynumberoftransactions
intheNorwegianInterbank
ClearingSystem(NICS)

104bn
Dailyturnoverin
securitiessettlement

82%
Shareofpeer-to-peer
paymentsmadeona
mobilephone

Daily turnover in Norges Bank’s settlement system: Averagefor2022.Source:NorgesBank
Number of banks: NumberofbankswithanaccountwithNorgesBank.Atyear-end2022.Source:NorgesBank
Value of banknotes in circulation: Valueofbanknotesincirculationatyear-end2022.Source:NorgesBank
Daily number of transactions in the Norwegian Interbank Clearing System (NICS): Averagefor2022.Source:Bits
Daily turnover in securities settlement: Grossturnover.Averagefor2022.Source:EuronextSecuritiesOslo.
Share of peer-to-peer payments made on a mobile phone : Surveyconductedinspring2023.Source:NorgesBank
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Financial Infrastructure 
Report 2023 – In a nutshell
Thepaymentsystemandotherfinancialinfrastructurearesecureandefficient.
Atthesametime,thepaymentsystemisinneedoffurtherenhancementand
contingencyarrangementsneedtobestrengthened,sothatthepubliccanalso
continuetopaysecurelyandefficientlyinNOKinthefuture.

Cyber testing under a new 
framework is under way
NorgesBankandFinanstilsynet
(FinancialSupervisoryAuthority
ofNorway)haveintroduceda
frameworkfortestingthecyber
resilienceofthebankingand
paymentsystems.Testing,which
simulatesrealattacks,isnow
underway.Thepurposeisto
strengthenthecyberresilience
offinancialsectorentitiesand
thuspromotefinancialstability.

The need for independent 
contingency arrangements should 
be assessed
Riskshaveintensifiedandthe
threatlandscapehasexpanded
inrecentyears,anditshouldbe
assessedwhether,inadditionto
cash,contingencyarrangements
thataremoreindependentofthe
ordinarypaymentsystemare
needed.Sucharrangementswould
comeinadditiontotheindividual
financialmarketinfrastructure’s
continuityandcontingencyplans.
NorgesBankwillengagein
dialoguewithotherauthorities
andtheindustryonthisissue.

Having an array of payment 
options increases consumer 
preparedness
Theconsequencesforconsumers
oftechnicaldisruptionsofthe
paymentsystemwouldbeless
seriousifconsumershaveanarray
ofpaymentoptions.Thesemaybe
differenttypesofpaymentcards,
accountsinmorethanonebank
andsomecashavailable.

Norges Bank is studying the 
settlement system of the future
InterbankpaymentsinNOKare
settledwithfinalityinNorges
Bank’ssettlementsystem.Inthe
comingyears,theBankwillstudy
anddecideonthefuturedesignof
NorgesBank’ssettlementsystem.
Akeyquestioniswhetheritwill
buildonthecurrentmodelor
whetherothersolutions,suchas
participationintheEurosystem’s
TARGET2system,aremore
appropriate.

Work on a CBDC is being 
stepped up
NorgesBankisnowsteppingupits
effortstostudywhetherthepublic
shouldhaveaccesstoacentral
bankdigitalcurrency(CBDC)in
additiontocash.Intheperiodto
2025,theBankwillanalysethe
possibilitiesaffordedby,andthe
impactof,aCBDCandtestand
evaluatecandidatesolutions.

The authorities should consider 
a national strategy for regulating 
crypto-asset markets
Thereisongoingworkworld-wide
todevelopandestablishregula-
tionsforcrypto-assetmarkets,but
itisuncertainhowlongthiswill
take.TheNorwegianauthorities
shouldassesswhethertoproceed
morequicklyratherthanwaitfor
internationalregulatorysolutions.
NorgesBankcancontributeto
suchassessmentsandtoregula-
tionthatpromotesresponsible
innovation.
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Introduction

Norges Bank’s Financial Infrastructure Report
Initsannual Financial Infrastructure Report,NorgesBankdiscusses
developments,vulnerabilitiesandrisksinthefinancialinfrastructure.
TheReportisapartofNorgesBank’sworktopromotefinancialstability
andtocontributetoanefficientandsecurefinancialinfrastructure.

Norges Bank’s other reports on financial 
stability
Initsbi-annualFinancial Stability Report,NorgesBankassesses
vulnerabilitiesandrisksinthefinancialsystem,withafocusonthelong-
term,structuralfeaturesofbanks,financialmarketsandtheNorwegian
economythatareofimportanceforvulnerabilitiesandrisksinthe
financialsystem.

Norway’s financial system providesacomprehensiveoverviewof
Norway’sfinancialsystem,itstasksandtheperformanceofthesetasks.

Introduction
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ExecutiveBoard’sassessment Executive 
Board’s 
assessment
Toensurethatthepubliccancontinuetopay
securelyandefficientlyinNOKinthefuture,
NorgesBankisassessingacentralbankdigital
currency(CBDC)andanextgenerationsettlement
system.NorgesBankwilltaketheinitiativetoevaluate
whetherthereisaneedtostrengthenthepayment
system’scontingencyarrangements.

TheExecutiveBoardconsidersthecurrentNorwegianfinancialinfra-
structuretobesecureandefficient.Operationhasbeenstable,and
paymentscanbemadeswiftyandatlowcost.

Thepaymentsystemisinneedoffurtherenhancement,sothatthepublic
canalsocontinuetopaysecurelyandefficientlyinNOKinthefuture.
ThisalsoapplieswithinNorgesBank’sareasofresponsibility.

PaymentsinNOKaresettledwithfinalityinNorgesBank’ssettlement
system.Bytheendof2025,NorgesBankwilldecideonthedesignofthe
nextgenerationsettlementsystem.Akeyquestioniswhethertoretain
thecurrentmodelorwhetherothersolutionsmaybemoreappropriate.
AnalternativeisparticipationintheEurosystem’sservicesforsettling
payments(T2).Atthesametime,NorgesBankiscontinuingitsdiscus-
sionswiththeEuropeanCentralBank(ECB)onpossibleparticipationin
theEurosystem’sTARGETInstantPaymentSettlement(TIPS)service.
Thesediscussionswillbecoordinatedwiththeassessmentsofthenext
generationsettlementsystem.

NorgesBankisassessingwhetherthepublicshouldhaveaccesstoa
centralbankdigitalcurrency(CBDC)inadditiontocash.ACBDCcan
serveasameansofsettlementtrustedbyall,alsoinnewpayment
arenas,promoteresponsibleinnovationandimprovepayment
contingencyarrangements.Intheperiodto2025,theBankwillanalyse
thepossibilitiesaffordedby,andtheimpactof,aCBDCandwilltestand
evaluatecandidatesolutions.TheBankwillevaluatevariousformsofa
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ExecutiveBoard’sassessment
CBDCagainsttheuseofotherinstruments,suchasregulationofprivate
meansofpaymentandpaymentsystems.TheassessmentofaCBDC
raisescomplexissues,andthecurrentpaymentsysteminNorway
functionswell.Thisimpliesthatweshouldnotproceedwithunduehaste.
Nevertheless,againstthebackdropoffallingcashusage,theemergence
ofnewmoneyandpaymentsystemsandworkonCBDCsinother
countries,introducingaCBDCisregardedasmorerelevantnowthan
whentheBank’sresearchintothisissuebeganin2016.

Eventhoughusageislow,cashisimportantforasecureandefficient
paymentsystem.Cashispartofthecontingencyarrangementsshould
electronicpaymentsolutionsfailandisimportantforthosethatdonot
havetheskillsoropportunitytousedigitalpaymentsolutions.Norges
Bankhasonnumerousoccasionsprovidedinputonnewregulationson
theuseofcash.Inrecentyears,regulationshavebeenimplementedwith
theaimofincreasingtheavailabilityofcash.Furthermore,lastyear,a
proposaltoclarifyconsumers’righttopaycashwascirculatedfor
commentbytheMinistryofJusticeandPublicSecurity.TheExecutive
Boardisoftheopinionthatsuchaclarificationwillensurethatcash
remainseasytouse.

ThenewEUMarketsinCrypto-assetsRegulation(MiCA)isexpectedto
enterintoforceintheEUwithinonetotwoyearsandwilllikelyalsoapply
toNorway.Sometypesofriskassociatedwithcrypto-assetsarecovered
bygeneralregulations.Atthesametime,thereisaneedforfurther
regulationspecifictocrypto-assets.Otherregulatoryconditionscanalso
affectthescopeofcrypto-assetactivityinNorway.Aninternational
regulatoryframeworkiscrucial.Nevertheless,theNorwegianauthorities
shouldassesswhethertoproceedmorequicklyratherthanwaitfor
internationalregulatorysolutions.NorgesBankwillcontributetosuchan
assessmentandtoregulationthatpromotesresponsibleinnovation.

Securityandcontingencyarrangementsarefundamentaltoanefficient
paymentsystem.Faultsanddisruptionsinthefinancialinfrastructurecan
impairtheabilitytoexecutepaymentsandhaveseriousrepercussions
forsociety.Geopoliticaldevelopmentshaveintensifiedrisksand
expandedthethreatlandscape.Itisthereforenecessarytostrengthen
contingencyarrangements.Whilethiswillrequireincreaseduseof
resources,thecostofinadequatecontingencyplanningmaybemuch
greater.

Secureindividualfinancialmarketinfrastructures(FMIs)andadequate
solutionsfordealingwithdisruptionsandfaultsarethefirstlineof
defenceincontingencyarrangementsforpayments.Theimpactof
technicaldisruptionstothepaymentsystemcanbereducedif
consumershaveanarrayofpaymentoptionsavailable.

InNorgesBank’sview,anassessmentshouldbemadeofwhether,in
additiontoindividualFMIs’continuityandcontingencyarrangements,
othercontingencyarrangementsindependentoftheordinarypayment
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ExecutiveBoard’sassessment
systemareneeded.NorgesBankwillengageindialoguewithother
authoritiesandtheindustryonthisissue.

Inrecentyears,NorgesBankhascollaboratedwithFinanstilsynet
(FinancialSupervisoryAuthorityofNorway)ontheintroductionofcyber
securitytestinginNorwayinaccordancewithTIBER-NO,thenational
adaptationoftheECB’sTIBER-EUframework.ThepurposeofTIBER
testingistoincreasetheresilienceofthebankingandpaymentsystem
againstcyberattacksthatcanhavesystemicconsequences.Thefirst
testsstartedinautumn2022andarescheduledtobecompletedin
autumn2023.

Thepaymentsystemisdependentonothercriticalinfrastructuresuchas
electricity,telecommunicationsandtheinternet.Measuresthatincrease
thesecurityandcontingencyarrangementsofothercriticalinfrastructure
arethereforecrucialforthepaymentsystem.TheSecurityActof2019is
cross-sectoralandsetsrequirementsfortheproperlevelofsecurityfor
theentitiescovered.Asafollow-uptotheAct,theauthoritiesareworking
toidentifybasicnationalfunctionsandcross-sectoralinterdependencies.
Suchanintegratedapproachstrengthensthebasisforsafeguarding
nationalsecurityinterests.NorgesBankcontributestothiswork.

NorgesBankhasonseveraloccasionspointedoutthatthepayment
systemandothercriticalsocietalfunctionsaredependentonaveryfew
keyITserviceprovidersanddatacentres.InJuly2022,thedraftofanew
ElectronicCommunicationsActwithaproposaltoregulatedatacentres
inNorwaywascirculatedforcommentinasupplementalconsultationby
theMinistryofLocalGovernmentandRegionalDevelopment.Norges
Bankwelcomestheproposaltosupervisedatacentresandstrengthen
theircontingencyarrangementsandsupportedtheproposalinthe
Bank’sconsultationresponse.

The Executive Board

26 April 2023
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Section11. Security and 
contingency 
arrangements
Riskshaveintensifiedandthethreatlandscapehas
expandedinrecentyears.Maintainingasecure
paymentsystemrequirestheeffortsofindividual
entitiesandeffectivepublic-privatecooperation.
Cyberincidentscanquicklyspreadacrosssectors,
andcontingencyworkinthevarioussectorsmust
thereforebeviewedinabroadercontext.

Russia’sinvasionofUkraineandthecurrentgeopoliticalsituationhave
intensifiedrisksandexpandedthethreatlandscape.Norwayisoneofthe
world’smostdigitalisedcountries.Cyberattacksareaweaponofwar
andconflict.Cyberincidentscanspreadquicklyacrosssectorsand
potentiallyimpactfinancialstability.Resilienceagainstcyberattacks
needstobestrengthened,andpublic-privatecoordinationisneeded.In
May2023,theNorwegianNationalSecurityAuthority(NSM)publisheda
numberofrecommendationsintheareaofsecurityintendedtoincrease
cyberresilienceinNorway.1

Faultsanddisruptionsinthefinancialinfrastructureandothercritical
infrastructure,suchaselectricity,telecommunicationsandtheinternet,
canimpairtheabilitytomakepaymentsandmaintainothercritical
functions.Thesocietalimpactofapaymentsystemdisruptionmaybe
morepronouncedthantheconsequencesforthesystem’sowners.The
paymentsystemisthereforesubjecttostrictsecurity,regulatoryand
supervisoryrequirements.

Securityandcontingencyworkrequirestheeffortsofindividualentities
atsectoralandcross-sectorallevel:Securefinancial market infrastruc-
tures (FMIs)witheffectivesolutionsinplacetodealwithdisruptionsand
faultsarethefirstlineofdefenceinthepaymentsystem’scontingency
arrangements.Collaborationbetweenpublicauthoritiesandprivate
paymentsystemoperatorsstrengthenscontingencyarrangementsata
sectoral level.Anarrayofalternativemeansofpaymentalsocontributes

1 SeeNSM(2023a)(inNorwegianonly).

Section1
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Section1
tothepaymentsystem’soverallcontingencyarrangements.Adverse
eventscanhaveawide-rangingimpactandspreadacrosssectorsvia
interconnectednessandinterdependencies.Togetherwithintensified
risksandtheexpandedthreatlandscape,thishashighlightedan
increasedneedforcomprehensivesectoralandcross-sectoral
contingencyarrangements.

Norges Bank’s supervision and oversight of individual FMIs
BankssettlepaymentsmadeinNOKwithfinalityinNorgesBank’s
settlementsystem(NBO).Inrecentyears,considerableresourceshave
beendevotedtostrengtheningthesecurityofNBObyimprovingsecurity
controlsandsecuritysurveillanceandbyincreasinginternalcapacity.

NorgesBankisasupervisoryandoversightauthorityforindividualFMIs
(seefurtherdiscussionofNorgesBank’sresponsibilitiesintheAnnex).
SystemoperationanddevelopmentofFMIshaslargelybeenoutsourced.
ITprovidersarethereforecrucialforcriticalfunctionsinthepayment
systemandotherFMIs.Eventhoughthesetaskshavebeenoutsourced,
responsibilityforthemrestswithFMIowners.ForNorgesBank,itis
importantthatFMIsarerequiredtomaintainsufficientexpertiseand
capacityformanagingandcontrollingdeliveriesfromITproviders.In
NorgesBank’sassessment,thereisstillaneedtoreducedependenceon
providerstoensurethat,whennecessary,switchingprovidersisefficient
androbust.Forthistoalsobearealisticalternativeinanysituation,
includingwhenachangeneedstooccuratshortnotice,FMIowners
musthavemadepreparationsforefficientswitchingofprovidersinplans
andcontractsandintermsofresourcesandexpertise.NorgesBank
followsuponthisinitssupervisoryandoversightwork.

Intensifiedrisksandanexpandedthreatlandscaperaisequestions
regardingtheresilienceofcriticalinfrastructuretoextraordinary
situationsthatnotlongagowereconsideredtobeunrealisticworst-case
scenarios.Contingencyarrangementsneedtobestrengthened.Critical
infrastructuremustbesubjecttonationalgovernanceandcontrol
inordertoensureadequatecontinuityandback-upsolutions,sothat
necessaryandeffectivemeasurescanbeimplementedinacontingency
situation.Requirementsforcriticalinfrastructuretobeoperatedin
Norwayorforoperationalback-upsolutionstobeestablishedinNorway
canfacilitatesupervisoryandoversighteffortsatnationalleveland
ensurethatcriticalsystemsareavailableincrisissituations.Ontheother
hand,operationalorback-upsolutionslocatedoutsideofNorwaymay
increasesystemavailabilityinothercrisisscenarios.

Theuseofcloudservicesisbecomingincreasinglycommon(seebox
onpage11).Anumberoffinancialandnon-financialbusinessesare
shiftingfromastrategywherecloudservicesareusedprimarilyfor
supportfunctionstoonewheretheuseofcloudservicesisexpandedto
includecorefunctions.Largecloudserviceproviderscontributetoinno-
vationandthedevelopmentofservices,includingITsecurity,byutilising
economiesofscale.Atthesametime,theuseofcloudplatforms
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Section1

presentsmanyofthesamechallengesasamoreconventionaloperating
environment.ManyITsecurityincidentsnormallystemfromsystem
misconfigurationandcomplexity.Systemownersthereforeneed
sufficientexpertiseandresourcesandastrongsecuritycultureinorder
tomanageandcontrolITdeliveriessatisfactorily.Solutionsmustalsobe
designedtobesecureandeasytouseandadminister.

Thecloudservicesmarketisdominatedbythreeglobaltechgiants
(Google,AmazonandMicrosoft).Incidentsatcloudserviceproviderscan
haveaglobalimpact.TheinternalsecurityincidentinMicrosoft’sAzure
cloudplatforminSeptember2022illustrateshowbroadtherepercussions
ofanincidentcanbe.Amisconfigurationexposedthedataofaround
65000customers.Theincidentisreferredtoas“Bluebleed”.

NSM’sFebruary2023reportRisiko 2023[Risk2023]highlightsthe
vulnerabilityensuingfromNorway’snationaldependenceonaverysmall
numberofforeigncloudserviceprovidersandahandfuloflarge,
centraliseddatacentres.2

ToreduceNorway’soveralldependenceoninternationalcloudplat-
forms,NSMhasworkedondevelopingconceptsforprovidingsecure,
efficientandflexibleservicesforthecentralgovernmentadministration.
Anumberofalternativeswithvaryingdegreesofstateownershipand
controlwillbeconsideredinNSM’sstudy,withconceptproposals
scheduledtobereadybyJune2023.

Norges Bank’s work at a sectoral level
NorgesBankistaskedwithoverseeingthepaymentsystemandother
financialinfrastructureandcontributingtocontingencyarrangements.

InNorgesBank’sview,anassessmentshouldbemadeofwhether,in
additiontoindividualFMI’scontinuityandcontingencyarrangements,
othercontingencyarrangementsindependentoftheordinarypayment

2 SeeNSM(2023b)(inNorwegianonly).

Cloud services
Cloudservicesareacollectivetermforeverythingrangingfrom
dataprocessingandstoragetosoftwareavailablefromthird-party
serverparks.

Cloudservicesarenormallydividedintodifferentoperational
modelsthatprovidecustomerswithacertaindegreeofcontrolof
applications,networks,servers,operatingsystemsandstorage
options.Typically,computingpowercanbeadaptedtocustomers’
capacityneeds,andcustomersonlypayforwhattheyactuallyuse.
Installation,operationandupdatingprocessescanbesimplerand
moreefficientcomparedwithatraditionaloperatingenvironment.
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Section1
systemareneeded.Inthatcase,suchsolutionswouldcomeinaddition
totheindividualFMI’scontinuityandcontingencyarrangements.3
NorgesBankwouldliketoengageinadialoguewithotherauthoritiesand
theindustryinthisregard.

Cashispartofoverallcontingencyarrangementsshouldthepayment
systemfail.NorgesBankisresponsibleforsupplyingbankswithcashand
meetingthepublic’sdemandforcash,evenincrisissituations.Norges
Bankisassessinghowcash-relatedcontingencyarrangementsinthe
Bank’sareaofresponsibilityshouldbeadaptedtoanevolvingriskand
threatlandscape.ThisconcernsmeasurestoensurethatNorgesBankis
capableofmeetingtheneedformorecashindifferentcrisissituations.
NorgesBankalsopointsoutcertainactionsthathouseholdscantaketo
strengthentheirpaymentcontingencyarrangements(seediscussionon
page14).IntheassessmentofwhetherNorgesBankshouldissuea
centralbankdigitalcurrency(CBDC),contingencyarrangementsarekey
considerations(seealsosectiononCBDConpage20).

Effectiveinformationsharingandcooperationareessentialfordealing
withcriticalincidentsquickly.Anexampleofsuchcooperationbetween
financialinstitutionsisthesharingofinformationaboutdigitalthreats,
vulnerabilitiesandsecurityincidentsthroughNordicFinancialCERT4
(NFCERT).NFCERTwasestablishedin2017andhasmembersinallNordic
countries.TheFinancialInfrastructureCrisisPreparednessCommittee
(BFI)isanexampleofapublic-privatecollaboration.TheBFIbrings
togetherauthoritiesandprivateentitiestopreventandcoordinatethe
handlingofincidentswiththepotentialtocausemajordisruptionstothe
financialinfrastructure.TheBFIconductsannualexercises.

Inrecentyears,NorgesBankhascollaboratedwithFinanstilsynetonthe
introductionofcybersecuritytestinginaccordancewithTIBER-NO5,
thenationaladaptationoftheTIBER-EUframeworkdevelopedbythe
EuropeanCentralBank(ECB).ThepurposeofTIBERtestingistoincrease
theresilienceofthebankingandpaymentsystemagainstcyberattacks
thatcanhavesystemicconsequences.

TIBERhasbeenintroducedinNorwayinconsultationwiththeindustry.
FinanstilsynetandNorgesBankhaveidentifiedcriticalfunctionsinthe
bankingandpaymentsystem,andtheentitiesresponsibleforthese
functionsparticipateintheTIBER-NOForum.Thismeansthattheywill
testcyberresilienceinaccordancewiththeNorwegianimplementation
ofTIBER-EU,withthefirsttestsinNorwaycarriedoutinautumn2022.
TIBERtestssimulaterealattacksandprovideinsightintoindividual
entities’vulnerabilitiesandvulnerabilitiesthatmayhavesystemic
consequencesandimplicationsforfinancialstability.Astandardised
testingprogrammeisintendedtoensurequalityandcomparabilityof

3 Thiseffortmustbedelineatedfromtheworkplannedforacommissiontostudythefutureroleofcash.In
Financial Market Report2022,theGovernmentannounceditsintentiontoestablishsuchacommission.
SeeNorwegianGovernment(2022a).

4 ComputerEmergencyResponseTeam.

5 ThreatIntelligence-BasedEthicalRed-teaming.
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Section1
experiencewithtesting,alsoacrosscountries.AseparateTIBER-Cyber
Team(TCT-NO)hasbeenestablishedatNorgesBanktoguideentities
throughthetestingprocess.

TIBERwillbeoneofanumberofpossibletestingframeworksunderthe
DigitalOperationalResilienceAct(DORA),whichisarecentlyadoptedEU
legislativepackage(seeboxNewEU/EEArulesfordigitaloperational
resilienceinthefinancialsectoronpage15).

Cross-sectoral contingency arrangements
TheGovernmentwhitepaperMeld.St.9(2022–2023)“Nasjonalkontroll
ogdigitalmotstandskraftforåivaretanasjonalsikkerhet”[National
controlanddigitalresiliencetosafeguardnationalsecurity](Norwegian
only)discussestheneedforauniformandlong-termsociety-wide
approachtonationalsecurity.Thewhitepaperreferstotheneedfor
enhancednationalsecuritymeasuresinthelightofthegeopoliticalsitua-
tion.Recommendedmeasuresincluderegulationandnationalownership
andcontrol,adetailedinventoryofsecurityassetsandincreasing
expertiseandknowledge.6

Tofollowupthewhitepaper,on5May,theGovernmentpresentedanew
digitalsecuritybill.Ifenacted,itwillobligeentitieswithaparticularly
importantroletomaintaincriticalsocietalandeconomicactivity,to
complywithdigitalsecurityrequirementsandreportseriousdigital
incidents.Thiswillbetterequipentitiestoresistattacksonthedigital
systemsonwhichtheydepend.7

Thepaymentsystemisdependentonothercriticalinfrastructuresuchas
electricity,telecommunicationsandtheinternet.Measuresthatincrease
theresilienceofothercriticalinfrastructurearethereforevitalforthe
paymentsystem.Auniformapproachtomonitoringthesecurityofcritical
societalinfrastructuremeansthatthesameprinciplesforgovernance
andcontrolshouldapplyacrosssectors.Thisapplies,forexample,to
outsourcedcloudservices,datacentreservicesandITservicesthat
providesupporttofundamentalnationalfunctions.

TheActrelatingtoNationalSecurity(SecurityAct)isacross-sectoral
regulatoryframeworkthatisintendedtosafeguardthemostcritical
functionsinNorway.EachMinistryisresponsibleforidentifyingbasic
nationalfunctionsintheirsectors.TheMinistryofFinancehasidentified
twosuchfunctionsrelevantinthiscontext:“theabilitytofinancethe
publicsector”and“safeguardingsociety’sfinancialintermediation
capabilities”.Furthermore,theministriesaretaskedwithdesignating
entitiesofsignificantormaterialimportancetobasicnationalfunctions
andanysensitiveassetsonwhichtheydepend.NorgesBankand
FinanstilsynetassisttheMinistryofFinanceinthisworkandalsopartici-
pateintheNorwegianNationalSecurityAuthority’sforumforsupervisory
authoritiesintheareaofcybersecurity.

6 SeeNorwegianGovernment(2022b)(inNorwegianonly).

7 SeeNorwegianGovernment(2023)(inNorwegianonly).
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Section1
InJuly2022,thedraftofanewElectronicCommunicationsActwitha
proposaltoregulatedatacentresinNorwaywascirculatedforcomment
inasupplementalconsultationbytheMinistryofLocalGovernmentand
RegionalDevelopment.Initsconsultationresponse,NorgesBankalso
emphasisedtheconcentrationriskposedbythedependenceofa
numberofcriticalfunctionsonafewkeyITserviceprovidersanddata
centres.Suchconcentrationriskmaybedifficulttomanagebyindividual
FMIowners.NorgesBankwelcomestheproposaltosupervisedata
centresandstrengthentheircontingencyarrangements.

Consumer preparedness in the area of payments
Norwayisoneoftheworld’smostdigitalisedcountries,alsointermsof
paymentmethods.FMIs’continuityandcontingencyarrangementsare
thefirstlineofdefenceindealingwithdisruptionsandseriousincidents
affectingelectronicpaymentservices.Therepercussionsoftechnical
disruptionsofelectronicpaymentsystemsforconsumersmaybelimited
ifeachconsumerhasanarrayofpaymentoptionsavailable.Thiscould
meanhavingdifferenttypesofpaymentcards,accountsinmorethan
onebankandalittlecashonhand.Norwegianbanksaresolidandliquid,
andthedepositguaranteeschemecoversdepositsofuptoNOK2m.
Nevertheless,holdingaccountsinmorethanonebankincreases
consumers’abilitytomakepaymentsintheeventoftechnicaldisruptions
atasingleinstitution.

Cashcanbeusedevenwhentheelectronicback-uparrangementsfor
thepaymentsystemarenotfunctioning,butinsomesituations,cashcan
bedifficulttoobtain.Holdingsomecashwillstrengthentheindividual
consumer’spreparednessintheareaofpaymentsinsituationswhere
electronicback-upsolutionsarenotfunctioning.Accordingtothe
NorwegianDirectorateforCivilProtection(DSB),inorderforthe
authoritiestoprioritiseresourcesinacrisis,individualcontingency
arrangementsneedtoberobust.TheDSBassumesthathouseholds
shouldbeequippedtomanageontheirownforatleastthreedays.
Holdingsomecashispartofthiscontingencypreparedness.Theamount
ofcashthatindividualsshouldholddependsonthesizeofthehousehold
andtheircurrentstockofbasicnecessities.
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New EU/EEA rules for digital operational resilience in the 
financial sector
Digitalresilienceandsecurityrequirementsforthefinancialsectorwillbestrengthenedbytheintroductionof
theEUDigitalOperationalResilienceAct(DORA).DORAandrelatedregulatorytechnicalstandardswillapplyto
thefinancialsectorintheEEAandenterintoforcein2025.DORAwillsupplementexistingrules,superseding
thoseincaseofoverlap.

ThefinancialsectorisbecomingincreasinglydependentonIT,withitscomplexvaluechainsanddependencies
onserviceproviders.DORAisintendedtopromoteinnovationandcompetitionandstrengthenworkondigital
resilienceinthefinancialsectorandacrosssectors.Animportantaimisstrengtheningdefencesagainstcyber
attacks.

DORAsetsrequirementsforriskmanagement,operationalresiliencetesting,incidentclassificationand
reporting,monitoringthird-partyITprovidersandinformationsharing.Therequirementsareproportionalin
thesensethatrequirementsarestricterforentitiesthatarelargerorrepresentapotentialsystemicrisk.
FrameworksandforumsaretobeestablishedatEuropeanlevelformonitoringproviderstothefinancialsector.

Thedevelopmentofrelatedregulatorytechnicalstandardswasinitiatedin2023Q1withdifferenttimelinesand
isbeingcarriedoutbyworkinggroupsestablishedbyEuropeanfinancialsupervisoryauthorities.Finanstilsynet
participatesintheformulationofrelatedregulatorytechnicalstandardsasNorway’srepresentative,while
maintainingaclosedialoguewithNorgesBank.Thedesignofrelatedtechnicalstandardswillhaveimplications
forthefocusandimplementationofTIBERtesting.

FinancialsupervisoryauthoritieswillberesponsibleforfollowingupDORA,withFinanstilsynetassumingthis
roleinNorway.ForfunctionsidentifiedbyFinanstilsynetascriticalorimportant,advancedthreatintelligence-
basedsecuritytestingwillberequiredatleasteverythreeyears,correspondingtotestingmethodologies
undertheTIBERframework.
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Section22. Central bank 
money and 
settlement
Thepaymentlandscapeismarkedbynew
technology,newpaymentmethodsandnewpayment
providers.NorgesBankistaskedwithprovidinga
stableandefficientsettlementsystemandensuring
thattheNorwegiankronewillbeasecure,efficient
andattractivemeansofpaymentinthefuturetoo.

2.1 Settlement system
Over the coming years, Norges Bank will study and decide on the 
future design of Norges Bank’s settlement system. A key question is 
whether the next generation settlement system will build on the 
current model or whether other solutions, such as participation in 
the Eurosystem’s settlement services for payments (T2), are more 
appropriate. 

The current settlement system
NorgesBank’ssettlementsystem(NBO)isdesignedtobeasecureand
efficientplatformforsettlementinNOK.Today’sNBOwasintroducedin
2009andhasdeliveredhigh-qualityandstableservices.Needed
upgradeshavebeenperformedinrecentyearstoensurethatthesystem
isfunctionalandtechnologicallyup-to-date,withaconsiderableeffort
devotedtoincreasingcyberresilienceinthelightoftheevolvingthreat
landscape.

Introduction of ISO 20022
StandardmessagingformatsdevelopedbySWIFT(SWIFTFIN)8are
currentlyinusetodayforallpaymentmessagesandothercommunica-
tiontoandfromNBO.SWIFTmessagescontainalimitedamountof
information,andformatscanvaryacrosssystems,whichlimitstheability
ofbanksandtheircustomerstoautomatepaymentprocessing.

8 SeeNorgesBank(2022a)forafurtherdiscussion.

Section2
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Thereisabroadnationalandinternationalconsensusonaproposalto
basepaymentmessagingformatsontheISO20022standard,andin
2018,theSWIFTboardofdirectorsdecidedtofullymigrateanumberof
existingSWIFTFINmessagesforcross-borderpaymentstoISO20022.
Thisstandardisationwillenablebanksandotherfinancialinfrastructure
participantstousemessagesacrossFMIs.Inaddition,increasedcross-
borderstandardisationwillmakeiteasierforbankstomeetregulatory
requirements(moneylaunderingregulations,etc).TheISO20022format
ismorestructuredandwillbeabletocontainmoreinformationthanthe
previousmessagingformatsandthusfacilitatesincreasedautomation
andmoreefficientpaymentprocessing.

In2020,NorgesBankinitiatedaprojecttogetherwiththebanking
industrytomakethetransitiontoISO20022inNBOandotherkeyparts
ofthepaymentinfrastructure.Sinceautumn2020,NorgesBankhas
collaboratedwiththecentralbanksofSwedenandIcelandandthe
supplierofNBO’scoresystemtoadapttheISO20022messagingformat
foruseintheNordicregion.

NorgesBankisplanningtoadoptthenewISO20022messagingformat
inNBObyNovember2025.

Real-time payments
Awell-functioningreal-timepaymentsolutionisakeycomponentofan
efficientpaymentsystem.Real-timepaymentsarepaymentswherethe
fundsareavailableinthepayee’saccountsecondsafterthepaymentis
initiated.Theshareofpaymentssettledinrealtimewilllikelyincreasein
thecomingyears.

NorgesBankisexploringwhethertoofferreal-timegrossinterbank
settlementofretailpaymentsincentralbankmoney.Theassessment
sofaristhatparticipationintheEurosystem’sTARGETInstantPayment
Settlement(TIPS)servicewillbethebestplatformfordeveloping
Norwegianreal-timepaymentsintheyearsahead.Followingthe
ExecutiveBoard’sdecisioninOctober2021,NorgesBankhasentered

Norges Bank’s settlement system
AllelectronicpaymentsmadeinNOKaresettledwithfinality
betweenbanksinNBO.Thisincludesordinarypaymentsby
householdsandfirms,largepaymentsinthefinancialandforeign
exchangemarkets,andpaymentsinvolvingthepublicsector.
NBOisalsousedtoimplementNorgesBank’smonetarypolicy.

NBOconsistsofacoreRealTimeGrossSettlement(RTGS)system
forpaymentsettlementandasubsystemtoprocessbanks’
collateralloans(SIL).TheglobalSWIFTnetworkisusedasthe
primarychannelforpaymentordersandotherfinancialmessaging.
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intoformaldiscussionswiththeECBonpossibleparticipationinTIPS.9
Afinaldecisiononparticipationwillbemadeoncethesediscussions
havebeencompleted.

WorkisinprogresstoexpandNorway’scurrentreal-timepaymentinfra-
structuretosupportgovernmentpayments.NorgesBankhasentered
intodialoguewithNordea,DNB,theNorwegianGovernmentAgencyfor
FinancialManagement(DFØ)andBitsAS(Bits)toclarifyhowbanks,DFØ
andBitscanfacilitatethistypeofpayment.10Amongotherthings,this
requiresthebankingindustrytoenabletheuseofpaymentidentifiers
(egcustomeridentification(CID)numbers)intheexistingreal-time
paymentinfrastructure.11Oneaimisforthesolutiontobeindependentof
existingclearingandsettlementsystems,sothatitcanalsobeusedin
theeventofNorway’sparticipationinTIPS.

Background for assessing the next generation settlement system
NorgesBankisnowexploringthedesignofthenextgenerationNOK
settlementsystem.

Thereareseveralreasonsforthisexploration:

• Lifetime:Theprocurementprocessforthecurrentcoresystem(RTGS)
startedcloseto20yearsago,andthesystemhasbeeninoperationfor
almost14years.Normally,asystem’sexpectedlifetimeisnolongerthan
between20and30years,forbothtechnicalandfunctionalreasons.

• Requirements:Asystem’srequirementswillnormallychangeduringits
lifetime.Mostoftheinnovationisbeingdrivenbyprivateagents,butitis
NorgesBank’sresponsibilitythatthepaymentsystem’sbasicinfra-
structurepermitsinnovationandinternationalharmonisation,while
safeguardingsecurityandtailoringcontingencyarrangementstoa
moredemandingrisklandscape.NorgesBankwillcontinuetodevelop
thesystem’sbasicinfrastructuresothattheNorwegiankronewillbe
asecureandefficientmeansofpaymentinthefuturetoo.

• Dependency on service providers: Theproductionofsettlement
servicesisdependentonbothinternalandexternalinputsalongthe
entirevaluechain,rangingfromelectricityandtelecommunicationsto
datacentres,hardware,operationalproviders,softwareprovidersand
serviceproviders.Overthepast20years,theseareashaveseen
sweepingchanges,includingacquisitions,consolidationandtheinter-
nationalisationoftheprovidermarket.Akeypartoftheassessmentwill
beevaluatingtheconcentrationriskanddependencyonservice
providersassociatedwiththealternativemodels.

9 SeeNorgesBank(2021a).

10 DFØhasenteredintoanagreementwithDNBandNordeaforpaymentandaccountmanagementservices
forgovernmentagencies.SeeDirectorateforPublicAdministrationandFinancialManagement(2022).

11 SeeNorgesBank(2022a)forafurtherdiscussion.
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• Delivery models:Deliverymodelshavelargelychangedfrombeing

dedicatedsystemstoservicedeliveries.Non-euroareacountriescan
participateintheEurosystem’spaymentandsecuritiesplatform
TARGETServices,whichwasnotanoptionwhenthecurrentsettlement
systemwasestablished.

• Partners:TheRTGShasbeenmanagedinclosecooperationwith
Sweden,DenmarkandIceland.Denmarkhasdecidedtojointhe
Eurosystem’sTARGETServicesplatformfrom2025,andSweden's
preferreddirectiongoingforwardistoconsidersimilarparticipation
intheTARGETServicesplatform.12

• Harmonisation:Customersandbanksoperateacrossborders,which
makestheinternationalstandardisationandharmonisationoffinancial
servicesincreasinglyimportantforprovidingefficientandcompetitive
financialservices.

Thetimenowappearstoberighttocarryoutacomprehensiveassess-
mentasmorethanthehalfofthesettlementsystem’sexpectedlifetime
haspassed,andneeds,providers,deliverymodelsandpartnersare
changing.Thegeopoliticalsituationandfutureneedsforcontingency
arrangementsandcyberresiliencemakeasuchanassessmenteven
morerelevant.

Key issues
Thekeydecisionforthenextgenerationsettlementsystemoncethe
studyphaseiscompletewillbewhetherthecurrentmodelwitha
dedicatedsystemshouldbecontinuedorwhetherparticipationinthe
Eurosystem’scommonplatformismoreappropriate.Ahybridmodel,
wheresettlementservicesareprovidedinpartfromadedicated
platformandinpartfromacommonplatform,willalsobeconsidered.

Intheassessments,keyissuesandconsiderationswillbeascertained
andanalysed,suchas:

• Secure and stable operation:Abilitytoprovidesettlementservicesin
normalsituations,disruptionsandcrisesandensurethenecessary
resiliencetocyberattacks.Thisincludesassessingtheneedtointro-
duceneworalternativemodelsforcontingencyarrangementsadapted
tofuturechangesintherisklandscape.

• Functionality and availability:Abilitytomeetchangesinthedemandfor
settlementservicesandensureadequateavailabilityformarketpartici-
pants,whereservicesareharmonisedwithalargermarket.Clarifying
whatparticipationintheTARGETplatformmaymeanforNBOpartici-
pantsintermsofnewopportunitiesandaddedvalueisalsorelevant.

• Interoperability:Abilitytocommunicateandseamlesslyexchange
datawithotherfinancialsystemsandplatformsandcompatibilitywith
neededchangesinmarketparticipants’systemsandinfrastructure.

12 SeeSverigesRiksbank(2021).
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• Liquidity management and monetary policy:Abilitytomanage

liquidityeffectively,forbothNorgesBankandmarketparticipantsand
toimplementmonetarypolicy.

• National governance and control:Assessmentofthepreventive
securitymeasuresneededtoprovideaproperlevelofsecurityforthe
variousmodelsinaccordancewiththeprovisionsoftheSecurityAct.

• Cost efficiency:AssessmentofcostefficiencyforNorgesBankand
relevantmarketparticipants.

The process ahead
Intheperiodtotheendof2025,NorgesBankwilldecideonthedesign
ofthenextgenerationNOKsettlementsystem.Thestudyphasewill
continueuntilautumn2024andbefollowedbyafinaldecision.Norges
Bankwillinvolverelevantgovernmentbodies,thefinancialindustryand
marketparticipants,thusensuringthatimportantneedsandconsidera-
tionsaretakenintoaccount.

NorgesBankiscontinuingitsformaldiscussionswiththeECBon
participationinTIPS,andthedecision-makingprocesswillbe
coordinatedwiththeoverallassessmentofthenextgenerationsettle-
mentsystem.

ThefinaldecisiononthedesignofthenextgenerationNOKsettlement
systemwillhavetostandforaround30years,ieatimehorizonofuntilat
least2050.Alongtimehorizonandpredictabilityregardingchangesin
boththebasicpaymentsysteminfrastructureandothercriticalinfra-
structureareimportantforcreatingtheappropriateframeworkcondi-
tionsforthedevelopmentofNOKpaymentservicesalsointheyearsto
come.

2.2 Central bank digital currencies
Norges Bank is assessing whether the public should have access to 
a central bank digital currency (CBDC) in addition to cash. A CBDC 
can serve as a means of settlement trusted by all, also in new payment 
arenas, promote responsible innovation and improve payment 
 contingency arrangements. In the period to 2025, the Bank will 
analyse the possibilities afforded by a CBDC and its impact and test 
and evaluate candidate solutions. The Bank will evaluate various 
forms of a CBDC against the use of other instruments, such as 
 regulation of private means of payment and payment systems. The 
assessment of CBDCs raises complex issues, and the current payment 
system in Norway functions well. This implies that we should not 
proceed with undue haste. Nevertheless, against the backdrop of 
falling cash usage,  emergence of new money and payment systems 
and work of CBDCs in other countries, introducing a CBDC is regarded 
as more relevant now than when the Bank’s research into this issue 
began in 2016.
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International developments
ACBDCisadigitalformofcentralbankmoneyforgeneralpurposeusers.
Sofar,onlyafewcentralbanksindevelopingcountriesandemerging
economieshaveintroducedaCBDC.13Forthetimebeing,theuseof
CBDCsappearstobefairlylimited,whichcanbeattributedtoanumber
offactors,suchastheirnoveltyandunfamiliarityamongthepublic.

ManycentralbanksarestudyingCBDCsandaretypicallyfocusingonthe
objectivesandramificationsofintroducingaCBDC,necessarycharac-
teristicsandlegalimplications.Anumberofcentralbankshavedevel-
opeddifferentprototypes(simpletestversions)toincreasetheir
knowledgeaboutdifferenttechnologicalsolutionsandhowthese
solutionsmighthelpmeetcentralbanks’objectives.

TheECBandtheEurosystemofcentralbanksarenowexploringdesign
anddistributionoptionsforadigitaleuro.14Inautumn2023,theECB’s
GoverningCouncilwilldecideonwhethertoenteranewphase,including
thedevelopmentandtestingoftechnicalsolutions.SverigesRiksbank,
theBankofEngland,theFederalReserveandtheBankofJapanare
examplesofothercentralbanksthatarestudyingaCBDC.

InternationalorganisationssuchastheIMFandtheBankforInternational
Settlements(BIS)arealsodevotingconsiderableresourcestoanalysing
variousissuesrelatedtoCBDCs.TheBISInnovationHubhasbeen
establishedtoexperimentwithwaysinwhichnewtechnologycan
strengthenthefinancialsystem,withCBDCsasafocusarea.

Norges Bank’s research
NorgesBankisresearchingwhetherintroducingaCBDCisappropriate
forensuringthattheNorwegiankronewillbeasecure,efficientand
attractivemeansofpaymentinthefuturetoo.Fallingcashusage,the
potentialofnewtechnologies,andprospectsfortheestablishmentof
newmoneyandpaymentsystemsareimportantdriversbehindthis
research.IntroducingaCBDCmayensureaccesstoameansofsettle-
menttrustedbyall,alsoinnewpaymentarenas,promoteresponsible
innovationandimprovepaymentcontingencyarrangements.

NorgesBankisnowapproachingtheendofanexploratoryphaseof
experimentaltestingofdifferenttechnicalsolutionsandhasalso
continuedtoanalysetheobjectivesandramificationsofintroducing
aCBDC.

Thepurposeofexperimentaltestingistogatherfurtherknowledgeon
howdifferenttechnologiescandeliverthenecessarycharacteristicsof
aCBDC,whilehighlightingeconomicandregulatoryissuesrelatedtothe
useofthesetechnologies.Experimentaltestingwillalsohelpprovide
NorgesBankwiththecompetenceneededforassessingthefuturepathof
itsworkonaCBDC,includingcandidatetechnologiesforfurthertesting.

13 TheBahamas,Nigeria,theEasternCaribbeanEconomicandCurrencyUnionandJamaicahaveintroduced
aCBDC,whileChina,India,GhanaareUruguayarerunningorhaverunpilotprojectsinvolvingactual
payments.

14 SeeECB(2023).
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Inthiswork,NorgesBankisindialoguewithawiderangeofprivate
stakeholders(includingNorwegianandglobaltechandpayment
companiesandbanksestablishedinNorway),publicauthorities,
end-userrepresentatives,othercentralbanksandinternational
organisations,suchastheBIS.TheBank’sresearchincludes
considerableoutreachactivity.TheBankhasorganisedanumberof
conferences,workshopsandhackathonsincollaborationwithother
stakeholders.

ACBDC,ifadopted,needstohaveawiderangeofcharacteristicstofulfil
itsobjectives.15Forexample,aCBDCmusthavethesamevalueascash
andbankdeposits.Toserveasaback-upsolution,theCBDCsystem
needsasufficientdegreeoftechnicalindependencefromsystems
operatedbybanks.TheCBDCsystemmustalsofulfilstatutoryprivacy
requirements.Insomecases,itwillalsobenecessarytostrikeabalance
betweencharacteristics.Forexample,aCBDCmustbecontrolledby
NorgesBank,whileatthesametimepromotingthedevelopmentof
third-partyservices.

Differenttestcaseshaveshedlightonhowsolutionscandeliverthe
necessarycharacteristicsofaCBDC(Chart2.1).Examplesfromtest
casesareCBDCissuanceanddestruction,masspaymentsandcross-
borderpayments.Analysisworkandexperimentaltestinghavecomple-
mentedeachother.InareaswheretheBankitselfhasnotconducted
adequatetesting,theresearchhasbenefittedfromtestsandanalytical
workconductedbyotherparties.

NorgesBankisexploringseveraltechnologicalsolutionsforaCBDC.
Bothmoretraditionalpaymenttechnologyandtokentechnology16have
thepotentialtoretainsomeoftheimportantcharacteristicsofcash,
whilealsoenablingtheuseofcentralbankmoneyfordistancepayments.

15 SeeNorgesBank(2021b).

16 Atokenisanobjectofvalueinacryptocurrencysystem.Cryptocurrenciesareunitsinadistributedledger
ordecentraliseddatasystem.

Chart 2.1 Testing
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Atthesametime,token-basedsolutionscanofferinnovativefunctionali-
tiessuchasprogrammablepayments.However,thereisuncertainty
associatedwiththistechnology,andfurtherstudyisneeded.Forthat
reason,thistechnologyhasbeentheparticularfocusofexperimental
testing.

NorgesBankhasprimarilychosentotesttechnologiesbasedonopen-
sourcecode17.Open-sourcecodeprovidesthefreedomtocarryout
testingwithoutbeingdependentonaccesstoproprietarytechnologies,
whichmakescollaborationwithvendorsandalliancepartnerssimpler
andmoreflexible.

Testinghasprimarilyinvolvedusingaprototypebasedontokentech-
nologyandopen-sourcecode.TheprototypeisasimplecoreCBDC
infrastructure:aregisterofmoneyissuedandfunctionalitiesforCBDC
issuance,destruction,distributionandsettlement.InSeptember2022,
theprototype’ssourcecodewasmadepublicasopensource,thus
enablinginterestedpartiestoexperimentwiththesourcecode.More
limitedtestingofothertechnologieshasalsobeenconducted.

TestingrequiredNorgesBanktofinancedevelopmentprojectsand
collaboratewithalliancepartnerswithadesireandcapacitytopartici-
pateintesting.Adiversearrayofmarketparticipantsandstakeholders
haveparticipated.

NorgesBankhasalsoparticipatedinorcloselyfollowedstudiesand
experimentaltestingofCBDCsaroundtheworld.TheBankhasdevoted
themosttimeto“ProjectIcebreaker”,aresearchcollaborationwith
SverigesRiksbank,theBankofIsraelandtheBISInnovationHubon
asolutionforcross-borderpaymentsusingCBDCs.18Throughsuch
collaboration,theBankalsolearnsmoreaboutdifferentCBDC
prototypesandhowothercentralbanksarestudyingCBDCs.

A CBDC as an independent contingency payment solution
Toserveasacontingencypaymentsolution,aCBDCsystemmustbe
abletofunctionwithasufficientdegreeofindependencefrompayment
systemsoperatedbybanks.Thismeansthatthesameincidentmustnot
disableboththecoreCBDCinfrastructureandthesystemsoperatedby
banksatthesametime.Forcontingencyreasons,aCBDCmustbeable
tobeusedwithatleastonepaymentinstrumentthatisindependentof
paymentsusingbankdeposits.ThisdoesnotpreventaCBDCfromalso
beingthesourceofmoneyforsomeofthesamepaymentinstruments
wherebankdepositsarealsoasourceofmoney(Chart2.2).

Asaback-up,itisalsoanadvantagethataCBDCcanbeusedfor
paymentswherethereisnocontactbetweentheregister/account
systemandtheuserinterface(offlinepayments).Onesolutionisforthe
fundstobestoredlocallyinthepaymentinstrumentandtransfers
betweenusersmadeincloseproximity.

17 Opensourcecodeissourcecodethatismadefreelyavailableforpossiblemodificationanddistribution.

18 SeeBIS(2023).
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Work going forward
TheBankisnearingtheendofthecurrentphaseofitsresearchintoa
CBDC,andtheresultswillbepublishedintheseriesNorges Bank Papers
inautumn2023.

Thisresearchhasbeenongoingsince2016,andresourceshavebeen
limitedcomparedwithstudiesbyothercentralbanks.Introducinga
CBDCraisescomplexissues,andthecurrentpaymentsysteminNorway
functionswell,whichimpliesthatweshouldnotproceedwithadecision
withunduehaste.However,NorgesBankwishestobewellpreparedif
theintroductionofaCBDCbecomesnecessarytoensurethatthe
Norwegiankronewillbeanefficient,secureandattractivemeansof
paymentinthefuturetoo.Againstthebackgroundoffallingcashusage,
emergenceofnewmoneyandpaymentsystemsandworkonCBDCsin
othercountries,introducingaCBDCisregardedasmorerelevantnow
thanwhentheBank’sresearchintothisissuestartedin2016.

NorgesBank’sCBDCworkwillbesteppedupfromautumn2023.Inline
withthestrategyfortheperiod2023–2025,theBankwillmakeprepara-
tionstointroduceaCBDC.TheBankwillcontinuetoanalysethepossibili-
tiesaffordedbyaCBDCandtheramificationsofintroducingoneandwill
testandevaluatecandidatesolutions.Togatherdataandcontributeto
internationalstandardisationandcollaborationefforts,theBankwillwork
togetherwithothercentralbanksandinternationalorganisations.The
Bankwillalsocontinuediscussionsandcollaboratewithstakeholdersin
Norway.Aspartofadecisionbasis,theBankwillassessvariousformsof
CBDCagainsttheuseofotherinstruments,suchastheregulationof
privatemeansofpaymentandpaymentsystems.Thefinaldecisionon
whethertointroduceaCBDCmustbemadebytheStorting(Norwegian
parliament).

Chart 2.2. Illustration of payment alternatives using a CBDC and bank 
deposits at points of sale
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Even though cash usage is low, cash has characteristics that are 
essential to a secure and efficient payment system. In recent years, 
regulation has been introduced to increase cash availability. Further-
more, last year, the Ministry of Justice and Public Security circulated 
for comment a proposal to clarify consumers’ right to pay cash.

Theshareofcashpaymentsatpointsofsaleandbetweenprivateindi-
viduals(person-to-person)hasdeclinedovermanyyearsandfellfurther
duringthepandemic.Atthesametime,societyonthewholehasbecome
increasinglydigitalised,andpaymenthabitshavechanged.Newtypesof
moneyandpaymentsystemsandnewoperatorshaveenteredthe
market,thusreducingtheimportanceofcashinnormalsituationsfor
mostpeople.Norwayisoneofthecountrieswiththelowestcashusage
intheworld.19InsurveysconductedbyNorgesBank,approximately
3%-5%ofrespondentsreportthattheyusedcashfortheirmostrecent
payment.20

Eventhoughcashusageislow,cashwillalsoplayakeyroleinthe
paymentsystemahead.Thisisbecausecashhasimportantcharacteris-
ticsandfunctionalitiesthatothermeansofpaymentandpaymentinstru-
mentslackandthatpromoteasecureandefficientpaymentsystem.
Ultimately,cashistheonlyalternativeiftheelectronicpaymentsolutions
shouldfailcompletely.Cashisalsoimportantforindividualswhodonot
havetheskillsoropportunitytousedigitalpaymentsolutions.Inaddition,
cashisaclaimonNorgesBankandthuswithoutcreditrisk.21

Forcashtobeabletofulfilitsfunctions,itmustbesufficientlyavailable
andeasytouse,ieensuringthatthegeneralpublichasrealopportunities
toobtainandusecash.

Availability
Inparallelwithlowercashusage,bankshavereducedtheircashservices
overmanyyears,whichmayunderminetheabilitytousecashinnormal
situationsandasacontingencysolution.Regulationisthereforeneces-
sarytoensurethesufficientavailabilityofcash.

Themainelementsofsuchregulationarenowinplace.Section16-4of
theFinancialInstitutionsActstipulates:“Banksshall,inaccordancewith
customerexpectationsandneeds,acceptcashfromcustomersand
makedepositsavailabletocustomersintheformofcash”.Section16-7of
theFinancialInstitutionsRegulationstipulatesthatthisobligationalso
applieswhendemandforcashhasincreasedasaresultofdisruptionsin
electronicpaymentsystems.22TheobligationappliestoallNorwegian

19 ThevalueofcashasashareofM1isabout1.3%.Narrow money(M1)isdefinedasthemoney-holding
sector’sholdingsofNorwegianbanknotesandcoinsandthesector’sdepositsintransactionaccountsin
NOKandforeigncurrency.

20 SeeNorgesBank(2023).

21 Cashalsoplaysakeyroleaslegaltenderandpaymentalternativethatprovidesuserswithachoiceand
promotescompetition.Cashalsoprovidesanonymityinpaymentsituations,whichispositiveforindividu-
als’privacyneedsbutmaybenegativeifusedforeconomiccrime.

22 Risk-mitigatingeffectsofelectroniccontingencyarrangementscanbetakenintoaccount.
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banksandcanbemetundertheauspicesofthebanksthemselvesor
throughanagreementwithothercashserviceproviders(cfSection16-8
oftheFinancialInstitutionsRegulation).23

Therearestillshortcomingsandvulnerabilitiesassociatedwiththe
provisionofcashservices,particularlyrelatedtotheabilityofbusiness
customerstomakecashdeposits,andthebanks’provisionofcash
servicesarebeingincreasinglyfunnelledthroughasinglesolution:
“Kontanttjenesteributikk”(KiB)(in-storecashservices).Thissolution
requirestheuseofaBankAxeptcardandPINcodeanddependson
functioningpoint-of-sale(POS)terminalsandelectronicsystems.KiB
cashserviceswilloftenbeadequateforconsumersbutarenotavailable
toindividualsthatdonothaveaBankAxeptcard,nordotheymeetthe
needsofbusinesscustomerswithlargervolumesofcash.24

Iftheelectronicpaymentsystemfails,aback-upsolutionisinplace,
whichallowsPOSterminalstocontinuetofunctionforsometime.
However,KiBcashservicesareunavailablewhentheback-upsolution
isinuse.Thus,theback-upsolutiondoesnotfulfilbanks’cashservice
obligationsbutmaybetakenintoaccountinbanks’contingencyplan-
ning.Iftheback-upsolutionisexpandedtocomprisecashwithdrawals
(anddeposits)throughin-storecashservices(KiB),itcouldalsobepart
ofcashcontingencyarrangements.25

NorgesBankassumesthattheclarificationofbanks’cashservice
obligationswillmitigateshortcomingsandvulnerabilitiesassociatedwith
theprovisionofcashservicesahead.

Formanyyears,bankshaveworkedtogetheronaregulationrelatedto
cashwithdrawalsfromATMsusingBankAxeptcards.Theownersof
ATMshavebeenabletochargebanksaspecifiedamount(aninterbank
fee)whenthebanks’customersuseanATM.OwnersofATMshavenot
beenpermittedtochargefeesoverandabovethisinterbankfee.In
recentyears,theleveloftheinterbankfeehasbeenlowrelativetoan
ATM’soperatingcosts.ThearrangementistheresponsibilityofBitsAS
(Bits),andon19April2023,theboardofdirectorsofBitsapprovedthe
phasing-outoftherulesgoverninginterbankfeesforcashwithdrawals
fromATMsfrom31October2023.ATMownerswillthenbeableto
establishtheirownbusinessmodelsforfinancingtheirATMsandcharge
feesdirectlytoATMusers.NorgesBankwillcloselymonitorhowthiswill
affectdevelopmentsintheareaofcashservicesahead.

Ease of use
Shopsandserviceprovidershavebeenincreasinglyrefusingcashasa
meansofpaymentforsometime.Clarityregardingconsumers’rightto
paycashisthereforecrucial.On1September2022,theMinistryof

23 Section16-8oftheFinancialInstitutionsRegulationenteredintoforceon1October2022.

24 NorgesBanksubmitteditsassessmentofdevelopmentsintheprovisionofcashservicesinaletterof
25February2021toFinanstilsynetandtheMinistryofFinance.SeeNorgesBank(2021c)forafurther
discussion.

25 SeeNorgesBank(2021c)andNorgesBank(2022b)forafurtherdiscussionofin-storecashsolutionsand
POSterminalcontingencyarrangements.



Norges Bank Financial Infrastructure Report 2023 27

Section2
JusticeandPublicSecuritycirculatedforcommentaproposalto
strengthenconsumers’righttopaycash.Theproposalisprimarilya
clarificationofthecurrentprovisionsoftheFinancialContractsAct.Inthe
consultationproposal,therighttopaycashisunderstoodtobearight
thatcannotberescindedbystandardtermsandconditions.Further-
more,businesseswillbeobligedtoallowconsumerstopaycashfor
goodsandservicessoldinpermanent,servicedbusinesspremises.
TheproposalislargelyinlinewithpreviousinputfromNorgesBank.The
Bankisoftheopinionthattheproposedclarificationwillbeanimportant
contributioninensuringthatcashremainseasytouseandsupportedthe
proposalintheBank’sconsultationresponse.26Initsconsultation
response,theBankreferstotheimportanceofclearlydefinedsanctions
toensureconsumers’righttopaycash.27Moreover,NorgesBankurged
thatthisworkbegivenpriority.

Larger-scale failure of critical infrastructure
Banksarealsoresponsibleforensuringthatcashservicesareavailable
totheircustomersinsituationswhereelectronicpaymentsystemsfail.To
dealwithmoreseriousscenarios,suchasalarge-scalefailureofcritical
infrastructure,bankscannotbearsoleresponsibilityforarrangementsto
providecashtocustomers.Beforesuchasituationarises,thereisaneed
toclarifywhatareconsideredappropriatecashcontingencyarrange-
ments,alongwiththedivisionoflabourandresponsibilitiesamong
governmentalbodies,thebankingindustryandotherentities.

26 SeeNorgesBank(2022b).

27 SeeNorgesBank(2019).
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Section33. Crypto-asset 
regulation
ThenewEUMarketsinCrypto-assetsRegulation
(MiCA)isexpectedtoenterintoforceintheEUwithin
onetotwoyearsandwillprobablyalsoapplyto
Norway.Sometypesofriskassociatedwithcrypto-
assetsarecoveredbygeneralregulationssuchas
criminallawandregulationsthatalsoapplytoother
financialactivity.Atthesametimethereisaneedfor
furtherdevelopmentofspecificregulationsfor
crypto-assets.Otherregulatoryframeworkscanalso
affectthescopeofcrypto-assetactivityinNorway.
Cross-borderregulationiscrucial.Norwegian
authoritiesshouldneverthelessassesswhetherto
proceedmorequicklyratherthanwaitforinter-
nationalregulatorysolutions.NorgesBankwill
contributetosuchassessmentsandtoregulation
thatpromotesresponsibleinnovation.

Today,crypto-assets28areprimarilyusedforspeculationandinvestment.
Therearenolargeinstitutionalinvestorsorfinancialinstitutionsin
Norwayorinternationallythathavesubstantialexposurestocrypto-
assets,andtheyarestillrarelyusedforordinarypayments.Atthesame
time,otherapplicationsareevolving,suchasdecentralisedfinance.29
Cypto-assetsmaygainincreasedimportanceforfinancialstabilityand
ordinarypayments.Regulationisnecessarybothtoprotectusersandto
addresssocietalconsiderations,suchascombatingcrimeand
promotingfinancialstability.

International regulatory developments
Anumberofspeciallyadaptedcrypto-assetregulationsareunder
development.OneoftheaimsofnewrulesproposedbytheBasel

28 Collectivetermforcryptocurrencies,stablecoinsandtokens.Stablecoinsarecrypto-assetsthataimfora
stablevalueagainstareferenceegUSD.SeeNorgesBank(2022a)forfurtherdefinitionsofterms.

29 Decentralisedfinanceisfinancialproductsandservicesthatareimplementedinsmartcontractsand
decentralisedtechnology.Smartcontractsarecomputerprogramsthatautomateservicesbetween
partiesaccordingtopredefinedconditions.Examplesofdecentralisedfinancecanbedecentralised
exchangeplatforms,loanplatformsorplatformsfortradinginfinancialinstruments.

Section3
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Committeeregardingcapitalrequirementsrelatingtobanks’crypto-
assetexposuresistocontributetoriskcontainment.30

IntheEU,theMarketsinCrypto-assetsRegulation(MiCA)hasbeen
debatedbytheCouncilandtheParliamentandisnearingfinalapproval.31
MiCAwillbeapplicableinallmemberstateswithin12–18monthsof

30 SeeBCBS(2022).

31 SeeEPRS(2022).TheEUParliamentendorsedtheMiCAregulationon20April2023(seeEuropean
Parliament(2023)).

Developments in crypto-asset markets
Developmentsincrypto-assetmarketshavebeenturbulentoverthepastyear.Valuefluctuations
havebeenpronounced(Chart3.1),manysystemshavefailedandanumberofmarketparticipants
havedeclaredbankruptcy.InMay2022,thealgorithmicstablecoin1USDTerracollapsed,whichat
thetimewasthethirdlargeststablecoin.Alongwithabroadermarketdecline,thiscontributedto
thefinancialdifficultiesfacedbymanycrypto-assetinvestorsinsummerandautumn2022,and
subsequentlyresultedintheirfilingforbankruptcyprotection.Anexampleisthecryptocurrency
exchangeFTX,whichcollapsedinNovember2022,alongwithanumberofaffiliates.Onestablecoin
(USDC),consideredsafebymarketparticipants,hasexperiencedturbulenceandconsiderable
breachesofparityasaresultofproblemsattheUSSiliconValleyBankinspring2023.

Volatilityandnegativeeventshaveprimarilyaffectedindividualinvestors,particularlyretailinves-
tors.Silvergate,asmallUSbankthatofferedbankingservicestothecryptoindustry,sawcustomers
withdrawsubstantialdepositsinJanuary2023.2InMarch,itbecameknownthatSilvergatewould
discontinueitsbankingoperations.AnumberofUSbankshaveexperiencedproblemsthisspring,
andpricesforsomecryptocurrencieshavesubsequentlyrisen.

Chart 3.1 Developments in crypto-asset markets
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1 Ratherthanbeingbackedbyexternalassets,analgorithmicstablecoinisastablecointhatseekstomaintainstablevaluethroughinternal
mechanismsthatmaintainsupplyanddemandinequilibriumaroundastablevalue(SeeNorgesBank2022a).

2 SeeFinancialTimes(2023).
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approval.MiCAappliestoarangeofserviceprovidersincrypto-asset
marketsandalsocoversdifferentkindsofmarketabuse.Theregulationis
intendedtopromoteconsumerprotection,marketintegrity,innovation
andfinancialstability.TheMinistryofFinancewillassessEEArelevance
andimplementationinNorway.

TheMiCAregulationtargetsanumberofrisk-generatingactivitiesrelated
tocrypto-assets,althoughcoverageisnotexhaustive.Suchtargeted
regulationoftenfailstocaptureriskrelatedtothenewesttechnological
developmentsandactivitiesandcanthereforebeinsufficientlyresilient
todevelopmentsandcircumventionmadepossiblebytechnological
innovation.Forexample,MiCAdoesnotcoveraconsiderableamountof
thedevelopmentsindecentralisedfinanceastheregulation’sprimary
focusisoncentralisedmarketparticipants.32

Itisthereforeimportanttotakeadvantageofthepotentialofrobust
generalregulationstoreduceriskrelatedtonewdevelopments(seebox
onpage32onwaystoregulatecrypto-assets).Onelessonfromthe
crypto-assetmarketturmoilin2022isthatmanytypesofactivitymayfall
withinthescopeofgeneralfraudregulations.Theseareoftenbasedon
enforcementaftertheinfringementhasoccurred(ex-postenforcement).
Forthesetohaveanex-antedisciplinaryeffect,itisnecessarythat
participantsperceivethelikelihoodofbeingdetectedassufficientlyhigh
andthatthesanctionsprovidesufficientdeterrence.Enforcementwill
increasethedisciplinaryeffect.Theregulationsintheseareasaremore
relevantforotherauthoritiesthanNorgesBank.NorgesBankcould
neverthelesscontributetosuchassessments.

Atthesametime,specificregulationsshouldbedevelopedfurther.
Suchspecificregulationscanbeadaptedtodifferentrisksassociated
withanactivity,egsystemicrisk,andcontributetomoreefficient
allocationofresponsibilityforrisks.Specificregulationcanalsofacilitate
moreeffectiveenforcementandincreasethelikelihoodofinfringement
detectionthroughfollow-upbydedicatedsupervisoryauthorities.
Internationalcollaborativearrangementsareimportantinpreventing
marketparticipantsfromadaptinginordertocircumventregulation.In
additiontotheworkonacommonEUregulatoryframework,manyinter-
nationalorganisationsarecontributingtosuchframeworks.TheFinancial
StabilityBoard(2023)assessesthesystemicriskrelatedtodecentralised
financeandidentifiestheneedforregulation.

TheEuropeanCommissionhasambitionstomoveforwardindeveloping
specificlegislationthatgoesbeyondMiCAinitscurrentform,butthe
timethiswilltakeisuncertain.Somecountriesmayalsohavedifferent
motivationsforfurtherdevelopmentofacommonspecificregulatory
frameworkintheEU,forexampleowingtonationaldifferencesinhow
generalregulationsareenforcedandtheeffectivenessofjudiciaries.

32 Fordecentralisedactivitiestofalloutsidethescopeoftheregulation,theactivitymustbeprovidedina
fullydecentralisedmannerwithoutanyintermediary(seeMiCAPreambleRecital12a).Manyservicescur-
rentlypresentedasdecentralisedwithoutactuallybeingsowillthereforebecoveredbytheregulation.
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Countriesmayalsohavedifferentmotivesforwishingtoexploitspecific
legislationasatoolofindustrialpolicy.

National strategy
Aninternationalregulatoryframeworkiscrucial.Nevertheless,the
Norwegianauthoritiesshouldassesswhethertoproceedmorequickly
ratherthanwaitforinternationalregulatorysolutions.Thismaybedueto
nationalneeds,gapsininternationalregulationandthefactthatinter-
nationalstandardisationtakestime.Asanexample,anassessmentcan
bemadeofhowriskassociatedwithdecentralisedfinanceshouldbe
managedbyregulationuntilacommonEuropeanregulatoryframeworkis
inplace.ItmaythereforebeappropriatefortheauthoritiesinNorwayto
discusstargetsandmeasuresthatcanbeincludedinastrategyfor
crypto-assetregulationinNorway.Theabsenceofsuchastrategymay
providemorescopeforprivateentitiestoinfluenceNorwegianregulatory
developmentsinanundesirablemanner.Otherregulatoryconditionscan
alsoinfluencethescopeofcrypto-assetactivityinNorway.Examples
includeregulationsrelatedtodatacentreoperation,electricitytaxesand
othertaxrules.

Anationalstrategyrequirescooperationamongnationalauthorities–not
onlyfinancialauthorities,butalsoconsumerprotectionandjudicial
authorities.TheNorwegianauthoritiesshouldconsider:

• whetherinitiativesforfurthernationalregulationsareneeded,and
• thescopefornationalrulesprovidedbytheEUlegislation.

NorgesBankcancontributetosuchassessmentsandtoregulation
promotingresponsibleinnovation.

Need for knowledge
Crypto-assetsarearelativelynewareaoffinance,wheretheeconomic,
regulatoryandresearchexperienceisrelativelylimitedcomparedwith
manyotherareasoffinance.Thiscancontributetopoorlyinformed
regulationandatthesametimeleadtoregulationthatisimproperly
basedonresearchandanalysiscarriedoutorinfluencedbytheindustry.

Atthesametime,littleisknownaboutNorwegianentities’crypto-asset
exposures,attitudesandapplications.Datafromtaxauthoritiesand
certainsurveysfromentitiesintheindustryareavailable.Internationally,
severalcentralbanksandotherauthoritieshaveconductedsurveysto
increaseknowledgeaboutsuchconditions.NorgesBankwillhelpto
increaseknowledgeinthisareabymeansofrelevantanalyticaltools,
analysesandthelike.Thiscouldincludeanalysesofcrypto-assetholdings
andtransactionsandsurveysthatidentifyuserbehaviourandrisk.

Differentauthoritieswillbenefitfromprofessionalcooperationand
informationexchange.Publicauthoritiesshouldalsocontributeto
researchinthisarea,boththroughfundingandcooperationwith
academicinstitutions.NorgesBankiscurrentlyassessingwhether
collaborationwithdifferentacademicinstitutionscanhelpincrease
research-basedknowledgeaboutcrypto-assetregulation.
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Section3Ways to regulate crypto-assets
Crypto-assetregulationcanbeimplementedbothbyenforcing
existinggeneralregulationsandbydevelopingspecificcrypto-asset
regulations.

General regulations
Generalregulationssuchascriminalandtortlawcovermanytypes
ofactivitythatcarryrisk.Forexample,generalruleswillcoverfraud
carriedoutinactivitiesrelatedtocrypto-assets.Generalmarketing
rulescanaddressdeceptivemarketingrelatedtocrypto-assets
eveniftheyarenotcoveredbyafinancialregulatoryframework.

Generalregulationsarerobustandcovermanytypesofactivity
regardlessofthewaytheyarecarriedout.Robustregulationis
particularlyimportantasnewtypesofservicesposingindividual
andsocietalriskcanrapidlydevelopandgrow.

Specific regulations
Generalrulesarenotnecessarilysufficienttocounteracttherisk
associatedwithcrypto-assets.Specificregulationscanfulfilvarious
purposes.Sometypesofcrypto-marketactivityfallunderexisting
specificregulations.Forexample,issuanceandtradingincertain
typesofcrypto-assetsarecoveredbytheregulationsforissuance
andtradinginsecuritiesundersecuritiesregulations.Inaddition,
thereisaneedfordedicatedregulationsforcrypto-assetsand
associatedactivities.MiCAisanexampleofthis.
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Section44. Central 
counterparties 
and margin calls
Since2010,anumberofjurisdictionshaveintroduced
centralclearingandmarginingrequirementsfor
derivativestrades,whichminimisestheimpactofa
counterpartydefault.However,inrecentyears,large
margincallshaveledtoliquidityproblemsformarket
participantsinsomecountries.Measurestomitigate
liquidityrisksarisingfrommargincallsarethefocus
ofinternationalefforts.

Acentralcounterparty(CCP)interposesitselfbetweencounterpartiesto
financialtransactions,becomingthebuyertothesellerandthesellerto
thebuyer(Chart4.1).Thisprocessiscalled“centralclearing”.Theuseof
CCPsmayimprovemarketfunctioninperiodsoffinancialstress.Defaults
bylargefinancialinstitutionsonderivativescontractswillhaveless
seriousconsequenceswhentheyarehandledbyCCPs.

Arelativelysmallfractionofthetotalvalueofderivativestradesentered
intopriortothefinancialcrisisin2008wascentrallycleared.Market
participantsandauthoritiesinkeyfinancialcentreswerechallengedby

Chart 4.1 Central counterparties (CCPs)

Bank
A

Bank
C

Bank
B

Bank
E

Bank
D

Bank
A

CCP Bank
C

Bank
B

Bank
E

Bank
D

Source:NorgesBank

Section4



Norges Bank Financial Infrastructure Report 2023 34

Section4
thelackoftransparencyregardingderivativesexposuresbetween
marketparticipants.Thefinancialpositionsofmarketparticipantsduring
thecrisisbecameuncertain,whichaddedtotheturbulence.The
authoritiesneededtotakeanumberofactionstoalleviatethesituation.
Forexample,thecentralbanksinmostcountriesprovidedliquidityto
banks,andinmanycountries,theauthoritiesinjectedcapitalto
strengthenbanksolvency.

In2009,theG20introducedaseriesoffinancialsectorreforms.Forthe
derivativesmarket,themostimportantreformwastorequirecentral
clearingofstandardisedover-thecounter(OTC)derivatives.OTC
derivativesaretradedoutsidearegulatedtradingvenueandaccount
formostofthetotalvalueofderivativecontracts,withaglobalestimated
outstandingvolumeofUSD630000bn.33Thus,thecentralclearing
requirementmeansthatcounterpartyriskinthederivativesmarketis
largelymanagedbyCCPs,andnotbytheactualcounterparties.
Furthermore,centralclearingwillimprovethetransparencyofderivatives
markets.

Somederivativesarenotsuitableforcentralclearing,suchasnon-
standardisedandilliquidderivatives.However,theEuropeanMarket
InfrastructureRegulationEMIR(withupdates)hasintroducedamargining
requirementforseveraltypesofderivativesthataresettledbilaterally
andnotcentrallycleared.Ifacounterpartytooneofthesederivatives
defaults,theothercounterparty’slossiscoveredinmostcasesbythe
marginpaidinbythedefaultingcounterparty.Thiseliminatesmostofthe
counterpartyriskassociatedwithcentrallyclearedOTCderivativesand
derivativessettledbilaterally.

Central clearing reduces risk but has created new challenges
Centralclearingreducesbanks’andotherfinancialmarketparticipants’
counterpartyrisk,butinreturn,CCPsmustmanagelargeexposures
(Chart4.2).Forthatreason,CCPsmusthaveaccesstosufficientfinancial
resourcestodealwithlargelosses,whichCCPsachieveprimarily
throughmarginingrequirementsandrequiringcontributionstodefault
fundsfromclearingmembers.

Inperiodsoflargemarketmovements,margincallshaveledtoliquidity
problemsformarketparticipants.Beforetheintroductionofthecentral
clearingrequirement,participantsdidnothavetomakepaymentsuntil
thederivativematured.Today,derivativesareoftenmargined,and
counterpartiesmustexchangemarginonadailybasisinresponseto
changesinthevalueofthecontracts.Intheeventoflargechangesin
underlyingprices,margincallsmayrisesubstantially.Examplesofthis
arethemarketturbulencesurroundingtheBrexitreferendumandthe
onsetofthecoronaviruspandemic.
Thedifficultyofmeetinglargemargincallsvariesbycounterpartytype.
Whilebanksnormallyhaveampleaccesstothemoneyandcreditmarket,
thisaccessismorelimitedforcounterpartiessuchasinsurance

33 Source:BISStatisticsExplorer:TableD5.1

https://stats.bis.org/statx/srs/table/d5.1?f=pdf
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companiesandmutualfunds.Thepossibilityoflargemargincallsoverthe
entiretenorofthecontractmaybeachallengeforsuchcounterparties.

Thehighlyconcentratednatureofthederivativesmarketmayalso
adverselyaffectfinancialstability.Ahandfuloflargeinternationalbanks
andCCPsaccountforasignificantshareofglobalturnover.Largebanks
havesubstantialliquidityreservesandampleaccesstothemoneyand
creditmarket,whileCCPscanusetheirlinesofdefence(followinga
predefined“waterfall”)todealwithlosses.Innormalperiods,CCPsmeet
theirobligationswithoutmuchdifficulty.Butifmargincallsincrease
sharply,forexample,inaperiodofconsiderablemarketstress,CCPsmay
faceliquidityshortfalls.

Norwegianmarketparticipantshavealsobeenaffectedbyincreased
margincalls.Forexample,themarketturbulenceattheonsetofthe
pandemicpromptedanincreaseinmargincallsthatsomeNorwegian
insurancecompanieshaddifficultiesmeeting.Butsofar,thescaleof
theseproblemshasbeenmorelimitedinNorwaythanabroad.

Regulatory efforts
Bothnationalandsupranationalauthoritiesareworkingtomitigatethe
liquiditychallengesarisingfrommargincallsonderivatives.Withinthe
EEA,thiseffortisbeingledbytheEuropeanSystemicRiskBoard(ESRB),
ofwhichNorgesBankisaparticipant.Examplesofmeasuresbeing
consideredare:

• Expandingthecategoriesoffinancialinstrumentseligibleasmargin,

• EnsuringthatCCPs’clearingmembersareprovidedwithspecific
informationonthefunctioningofmarginingmodelsinperiodsofmarket
stress,

• EarliernotificationofincreasedmargincallsbyCCPs,

Chart 4.2 Challenges in derivatives markets and measures to address them
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• MoretestingbyCCPsofclearingmembers’capacitytomanage
liquidityrisk.

NorgesBankconsiderstheworkbeingdonebytheESRBandother
internationalinstitutionstoreducetheadverseeffectsofhighmargin
callstobeessentialforthestabilityofderivativesmarketsinperiodsof
marketstress.

Concepts in derivatives markets
Derivatives
Contractswherethevalueisrelatedtoorderivedfromanunderlying
asset(electricity,gas,equity,bond,foreignexchange,interestrate
etc).Derivativescanbeusedtoreduceorincreaseexposuretoan
underlyingassetandarethereforeusefulinmanagingrisk.
Aderivativescontractmayentailaphysicaldelivery,whichmeans
thatcounterpartiesmustdeliverandsettleatanagreedpriceor
agreeoncashsettlementatmaturity.Thelatterareknownas
financialderivatives.

Variation margin
Amounts(primarilycash)thatreflectthesizeofexposuregiventhe
mostrecentprices(valueofthecontract).Overthetenorofthe
derivative,thecounterpartywithaderivativespositionwitha
negativemarketvaluemustpostvariationmarginwhilethecounter-
partywithapositivepositionreceivesvariationmargin.Ifthetradeis
centrallycleared,themargincallwillbemadebytheCCP,which
normallyforwardsthepaymenttothecounterpartythatisowed
money.Ifthecontractissettledbilaterally,variationmarginissettled
betweenthecounterpartiesdirectly.

Initial margin
Amounts(cashandsecurities)thatarecollectedandareintended
tocoverpotentialchangesinthevalueofacounterparty’sposition
fromthetimethecounterpartyisindefaultuntilthepositioncanbe
closed.Initialmarginistypicallypostedwhencontractsareentered
into,butintheeventoflargepricemovements,increasedinitial
marginmaybecalledoverthetenorofthederivative.Initialmargin
ispostedforcentrallyclearedderivativesbutislesscommonin
bilateralderivativescontracts.Incontrasttovariationmargin,initial
marginispaidbybothcounterpartiestoaderivativescontractandis
heldbythecentralcounterpartyuntilthecontractmatures.
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AnnexNorges Bank’s 
responsibilities
NorgesBankistaskedwithpromotingfinancialstabilityandanefficient
andsecurepaymentsystem.1TheBank’stasksinthisregardcomprise:

• Overseeingthepaymentsystemandotherfinancialinfrastructureand
contributingtocontingencyarrangements.

• Supervisinginterbanksystems.

• Providingforastableandefficientsystemforpayment,clearingand
settlementbetweenentitieswithaccountswithNorgesBank.

• Issuingbanknotesandcoinsandensuringtheirefficientfunctioningas
ameansofpayment.

Asoperator,NorgesBankensuresefficientandsecureoperatingplat-
formsandsetsthetermsfortheservicestheBankprovides.Assupervi-
soryauthority,NorgesBanksetsrequirementsforlicensedinterbank
systems.Throughitsoversightwork,NorgesBankurgesparticipantsto
makechangesthatcanmakethefinancialinfrastructuremoreefficient
andsecure.Anefficientpaymentsystemcarriesoutpaymenttransac-
tionsswiftly,atlowcostandtailoredtousers’needs.

1 Section1-2oftheCentralBankActandSection2-1ofthePaymentSystemsAct.

Financial infrastructure
Thefinancialinfrastructurecanbedefinedasanetworkofsystems,
calledfinancialmarketinfrastructures(FMIs),thatenableusersto
performfinancialtransactions.Theinfrastructuremustensurethat
cashpaymentsandtransactionsinfinancialinstrumentsare
recorded,clearedandsettledandthatinformationonthesizeof
holdingsisstored.

Virtuallyallfinancialtransactionsrequiretheuseofthefinancial
infrastructure.Thus,thefinancialinfrastructureplaysakeyrolein
ensuringfinancialstability.Thecoststosocietyofadisruptioninthe
financialinfrastructuremaybeconsiderablyhigherthantheFMI’s
privatecosts.Thefinancialinfrastructureisthereforesubjectto
regulation,supervisionandoversightbytheauthorities.

Thefinancialinfrastructureconsistsofthepaymentsystem,the
securitiessettlementsystem,centralsecuritiesdepositories(CSDs),
centralcounterparties(CCPs)andtraderepositories.
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Theuseofinstrumentsindifferentareaswillvaryovertimeandbe
adaptedtodevelopmentsinthepaymentsystemandthefinancial
infrastructure.NorgesBankistaskedwithgivingadvicetotheMinistry
ofFinancewhenmeasuresshouldbeimplementedbybodiesotherthan
theBankinordertomeettheobjectivesofthecentralbank.

Norges Bank’s supervision and oversight work
NorgesBankisthelicensingandsupervisoryauthorityforthepartofthe
paymentsystemcalledinterbanksystems(Table1.1).Thesearesystems
forclearingandsettlingtransactionsbetweencreditinstitutions.Ifa
licensedinterbanksystemisnotconfiguredinaccordancewiththe
PaymentSystemsActorthelicenceterms,NorgesBankwillrequirethat
theinterbanksystemownerrectifythesituation.Thepurposeistoensure
thatinterbanksystemsareorganisedinamannerthatpromotesfinancial
stability.LicensedinterbanksystemsareshowninTable1.NorgesBank
maygrantexemptionsfromthelicensingrequirementforinterbank
systemsconsideredtohavenosignificanteffectonfinancialstability.

OversightentailsmonitoringFMIs,followingdevelopmentsandactingas
adrivingforceforimprovements.ThisworkenablesNorgesBankto
recommendchangesthatcanmakethepaymentsystemandotherFMIs
moresecureandefficient.EventhoughNorgesBankoverseesthe
paymentsystemasawhole,individualsystemsaresubjecttoregular
individualoversight(Table1).

NorgesBankassessestheFMIsthataresubjecttosupervisionand
oversightinaccordancewithprinciplesdrawnupbytheCommitteeon
PaymentsandMarketInfrastructures(CPMI)andtheInternational
OrganizationofSecuritiesCommissions(IOSCO).2TheCPMIisa
committeecomprisingrepresentativesofcentralbanks,andIOSCOis
theinternationalorganisationofsecuritiesmarketregulators.The
objectiveoftheprinciplesistoensurearobustfinancialinfrastructure
thatpromotesfinancialstability.

AnumberoftheFMIsthatNorgesBanksupervisesoroverseesarealso
followedupbyothergovernmentbodies.Theoversightofinternational
FMIsthatareimportantforthefinancialsectorinNorwaytakesplace
throughparticipationininternationalcollaborativearrangements.

Finanstilsynetsupervisessystemsforpaymentservices.Theseareretail
systems,whichthepublichasaccessto,suchascash,cardschemesand
paymentapplications.TheCentralBankActfrom2019clarifiesthat
NorgesBank’soversightcoversthepaymentsystemasawhole,
includingretailsystemsthatFinanstilsynetsupervises.Thepreparatory
worksfortheCentralBankActstatethatinitsoversightofthepayment
system,NorgesBankshouldbeabletomakeappropriateuseofFinans-
tilsynet’sassessmentsofretailsystems,especiallywithregardtotheir
security.

2 Principles for financial market infrastructures.SeeCPMI-IOSCO(2012).
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TheEUCentralSecuritiesDepositoryRegulation(CSDR)imposesa
numberoftasksonNorgesBankwhichsupplementNorgesBank’s
responsibilitiesforoverseeingEuronextSecuritiesOsloundertheCentral
BankAct.FinanstilsynetisthecompetentauthorityforEuronextSecurities
OsloundertheCSDR,whileNorgesBankisarelevantauthority.

AdetaileddescriptionoftheFMIssupervisedoroverseenby
NorgesBankisprovidedinNorway’s financial system2022.3

3 NorgesBank(2022c).

Definitions in the Payment Systems Act
Payment systemsareinterbanksystemsandsystemsforpayment
services:

Interbank systems aresystemsforthetransferoffundsbetween
bankswithcommonrulesforclearingandsettlement.

Systems for payment services aresystemsforthetransferoffunds
betweencustomeraccountsinbanksorotherundertakingsauthor-
isedtoprovidepaymentservices.

Securities settlement systemsaresystemsbasedoncommon
rulesforclearing,settlementortransferoffinancialinstruments.

Table 1 FMIs subject to supervision or oversight by Norges Bank 

FMI Instrument Operator NorgesBank’srole Otherresponsibleauthorities

In
te

rb
an

k
sy

st
em

s

NorgesBank’s
settlementsystem(NBO)

Cash NorgesBank Supervision
(NorgesBank’sSupervisory
Council)andoversight

Supervision:NorwegianNationalSecurity
Authority

NorwegianInterbank
ClearingSystem(NICS)

Cash Bits Licensingandsupervision 

DNB’ssettlementbank
system

Cash DNBBank Licensingandsupervision Licensingandsupervisionofthebankasa
whole:FinanstilsynetandMinistryofFinance

SpareBank1settlement
banksystem

Cash SpareBank1
SMN

Oversight Licensingandsupervisionofthebankasa
whole:FinanstilsynetandMinistryofFinance

CLS Cash CLSBank
International

Oversightincollaboration
withotherauthorities

Licensing:FederalReserveBoard
Supervision:FederalReserveBankofNew
York;
Oversight:Centralbankswhosecurrencies
aretradedatCLS(includingNorgesBank)

Se
cu

ri
tie

s
se

tt
le

m
en

t
sy

st
em

s

EuronextSecurities
Oslo’scentralsecurities
depositorybusiness

Securities
andcash

Euronext
Securities
Osloand
NorgesBank

Oversight LicensingandsupervisionofEuronext
SecuritiesOslo:Finanstilsynet

LCH’scentral
counterpartysystem

Financial
instruments

LCH Oversightincollaboration
withotherauthorities

Supervision:BankofEngland
Oversight:EMIRCollegeandGlobalCollege
(includingNorgesBank)

CboeClearEurope’s
centralcounterparty
system

Financial
instruments

CboeClear
Europe

Oversightincollaboration
withotherauthorities

Supervision:Dutchcentralbank
Oversight:EMIRCollege(includingNorges
Bank)

https://www.norges-bank.no/en/news-events/news-publications/Reports/norways-financial-system/2022-nfs/content/
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AnnexTables1

1 TablesshowingdevelopmentsinretailpaymentservicesarepublishedinNorgesBankPapers1/2023

Table 1 Average daily turnover in clearing and settlement systems (transactions) 

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

NICS

NICSGross 594 659 624 772 980 1021 1567 1859 2028 2278 2483

NICSNet(million) 7.8 8.2 8.7 9.1 9.5 9.9 10.5 11.1 10.1 9.7 10.0

NICSReal1 333255 510180 583183

NBO

Totalnumberoftransactions 1274 1406 1367 1565 1835 1958 2555 2745 2935 3181 3540

RTGSGrosstransactions
excl.NICS 549 595 592 658 700 793 841 859 930 920 898

1 ThedailyaverageforNICSRealiscalculatedusingthenumberofcalendardays.

Sources:ThefiguresunderNICSarefromBits.ThefiguresunderNBOarefromNorgesBank.

Table 2 Average daily turnover in clearing and settlement systems (in billions of NOK)

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

NICS 247.8 253.5 262.8 285.9 284.1 297.0 315.3 323.2 347.0 351.7 408.7

NICSGross 138.6 136.0 140.9 160.1 158.7 163.3 175.2 176.0 196.1 189.3 232.4

NICSNet 109.2 117.5 121.9 125.8 125.4 133.7 140.1 147.2 150.6 162.0 175.8

NICSReal1 0.2 0.4 0.4

NBO 201.9 188.3 198.0 219.3 221.2 235.8 247.6 259.3 458.1 342.9 357.3

NICSGross 137.7 135.2 140.8 157.5 156.1 159.0 172.2 158.0 178.5 170.3 203.0

RTGSGrosstransactions
excl.NICS 51.1 38.5 42.5 46.0 40.4 42.1 57.3 81.7 261.5 151.7 132.6

NICSNet 8.7 10.3 10.8 11.9 12.4 13.1 13.3 13.5 13.4 14.6 12.1

NICSReal1 0.0 0.0 0.0

VPOandOsloClearing2 4.4 4.2 3.9 3.8 3.7 4.2 4.8 6.0 4.7 6.2 9.5

VPO 4.4 4.2 3.9 3.8 3.6 4.2 4.8 6.0 4.7 6.2 9.5

OsloClearing3 0.0 0.0 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 -

1 ThedailyaverageforNICSRealiscalculatedusingthenumberofcalendardays.
2 LegallyintegratedwithSIXx-clearfromMay2015.
3 From1August2021,clearingsfromSIXx-cleararenolongersettledinNBO.

Sources:ThefiguresunderNICSarefromBits.ThefiguresunderNBOarefromNorgesBank.

https://www.norges-bank.no/en/news-events/news-publications/Reports/Norges-Bank-Papers/2023/memo-12023-payment-services/
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Table 3 Number of participants in clearing and settlement systems (at year-end)

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

NorgesBank’ssettlementsystem(NBO):
BankswithanaccountinNorgesBank 131 128 131 129 129 124 127 129 122 118 118

NorgesBank’ssettlementsystem(NBO):
Bankswithretailnetsettlementin
NorgesBank 22 22 21 22 22 21 21 21 21 21 21

DNB 98 98 97 94 94 93 92 90 87 86 83

SpareBank1SMN 11 11 11 11 11 11 10 10 10 9 8

NorwegianInterbankClearingSystem(NICS) 132 131 130 128 128 125 124 122 119 118 114

Source:NorgesBank
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